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ABSTRACT

This paper examines how a negative shock to the security of personal finances due to severe
identity theft changes consumer credit behavior. Using a unique data set of linked consumer
credit data and alerts indicating identity theft, we show that the immediate effects of fraud on
consumers are typically negative, small, and transitory. After those immediate effects fade,
identity theft victims experience persistent, positive changes in credit characteristics, including
improved risk scores (indicating lower default risk). We argue that these changes are consistent
with increased salience of credit file information to the consumer at the time of severe identity
theft.
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l. Introduction

In 2012, the U.S. Department of Justice reported that more than 16 million U.S.
consumers were victims of identity theft. Those victims experienced financial losses of about
$11 billion (Harrell and Langton, 2013).* In the same year, the Federal Reserve estimates that
unauthorized transactions initiated via check, automated clearinghouse (ACH), and credit and
debit cards exceeded $6 billion (Gerdes and Liu, 2014).2 Based on the anonymized credit records
we analyze in this paper, we estimate that about 2 million consumers placed an alert of some sort
in their credit bureau records in 2012 in response to identity theft. In 2013, criminals stole the
payment data of 40 million consumers from the computer systems of the big box retailer Target.
These hackers also had access to the names, home addresses, and e-mail addresses of 70 million
Target customers (Yang and Jayakumar, 2014). These are but a few examples of the significance
of identity theft for U.S. consumers and the payment system.

As noted previously, there are a number of measures on the prevalence and magnitude of
data breaches as well as estimates of fraud that are partly attributable to compromised financial
accounts. However, we know much less about the consequences of identity theft to consumers or
how consumers respond to identity theft.> We contribute new information about both of these
effects. Specifically, we investigate the immediate and longer-term effects of identity theft by
assembling a new, unique data set combining anonymized consumer credit records contained in
the credit reports with information about “extended fraud alerts” linked to these records.
Extended fraud alerts require individuals to file an official report such as a police report with
accompanying evidence of a crime. Therefore, we argue that consumers who file these alerts are

very likely to be victims of severe identity theft.*

! This report is based on the Identity Theft Supplement to the National Crime Victimization Survey. The victim and
loss data are for persons 16 years of age and older. Consumers are often reimbursed for their losses (for example, via
the “zero liability” policies offered by the major debit and credit card networks in the U.S.). Harrell and Langton
(2013) also note that double counting of losses may occur when account holders each report losses from a joint
account.

% In Gerdes and Liu (2014), an unauthorized transaction is “a transaction made or attempted by an individual who is
not authorized by the account holder or cardholder to use a payment instrument (e.g., ACH, check, credit card, or
debit/ ATM card) to purchase goods and services, initiate funds transfers, or withdraw cash from an ATM.”
Unauthorized transactions are one form of existing account fraud committed by identity thieves.

® We provide an overview of the available research and statistics in Section I1.

* For more detail, see Section I11 herein and Cheney et al. (2014).



To support this argument, we first document that the timing of these alerts is correlated
with changes in variables (such as applications for credit and reverse address changes) that are
indicative of criminals impersonating a consumer. In addition, we measure changes in indicators
(such as risk score) that affect access to and the use of credit after fraud incidents have been
resolved.® We document that, for most fraud victims, there is an immediate, negative effect of an
identity theft event on credit bureau attributes. This increase in estimated credit risk is usually
reversed within a few months of filing the alert. Thus, for many consumers, there is a moderate,
albeit transient, negative effect of identity theft and fraud on their credit bureau attributes.

We also find evidence that a severe identity theft event can generate persistent and
positive changes in the credit bureau files of victims who file extended alerts. For many of these
consumers, risk scores increase in the quarter after fraud and by an amount significantly greater
than the decline in scores that usually occurs at the time of fraud. Not only is this net increase
statistically significant in absolute terms, it is also significant relative to the trend in risk scores
among similar unaffected consumers in control groups.® We find that the average risk scores of
fraud victims increases by at least 12 points and remains elevated for at least several years after
the identity theft event. This observation coincides with persistent reductions in the share and
number of bankcard accounts past due, delinquencies, third-party collections, and other
derogatory events.

We find variation in our results by risk score when using a pooled conditional quantile
regression model to examine heterogeneity across the risk score distribution over time. For
example, the left tail of the risk score distribution (deeply subprime scores) does not dip before
an extended fraud alert is filed; scores do dip before the event for the middle and right tails of the
score distribution. Further, the left and middle quantiles in the score distribution exhibit increases
in risk scores immediately following the event that are 10-20 points higher than scores one year
before the event. These increases persist for several years in the middle of the score distribution

and for up to two years for the left tail of the distribution.

®> When we reference our data and analysis, we are using the Equifax Risk Score specifically. In other cases, we
discuss risk scores generally.

® As we describe in Section 1V, we identify the effect of fraud using the exogenous timing of fraud occurrence. In
essence, this approach compares the outcomes of not yet victimized individuals with already victimized consumers.
This method likely overcomes a possible selection bias induced by unobservable and potentially confounding factors
determining fraud victim’s choice to file an extended fraud alert.
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Lastly, we also observe that the proportion of fraud victims with prime credit scores rises
5 percentage points (11 percent) after identity theft. This change has an important economic
significance, as previous studies have shown that prime borrowers are more likely to be
approved for credit and can receive better terms of credit (e.g., lower annual percentage rate
(APR)). For example, by changing her FICO score from the 620-639 range to the 660-679
range, a borrower can reduce her APR from 4.7 percent to 3.7 percent on a 30-year fixed rate
mortgage.’ Bracha and Meier (2015) also show that moving from the 620-679 score range to the
680-739 range can decrease credit card APRs by 3.5 percentage points (from 19.1 percent to
15.5 percent, on average).

The patterns we find in the data are consistent with the conjecture that some consumers
were less attentive to their credit records before experiencing a severe identity theft event. When
consumers file an extended fraud alert, they gain access to their credit reports and have the
opportunity to dispute and remove information about compromised or fraudulent accounts from
their files. In addition, this event presents an opportunity for the consumer to dispute other
erroneous or outdated information that has accumulated in the credit file.®

Both effects would explain the discrete improvement in the apparent credit risk of many
consumers on impact. However, this in itself is insufficient to explain the persistence of this
improvement for those consumers. The patterns we observe in our data suggest that a typical
consumer with an extended fraud alert is, for some time at least, either more careful about using
credit, more careful about monitoring their credit reports, or both. The observation may be
particularly true for those fraud victims in the left tail and in the middle of the credit score
distribution. The improvement in risk scores of victims in the middle of the score distribution is
more persistent than the improvement in the scores in the left tail of the distribution. Thus, at
least for some consumers, identity theft or fraud may serve as a teachable moment, increasing

their attention to credit information.

" This example is based on the national average mortgage interest rates provided by FICO on August 8, 2016. See,
www.myfico.com/CreditEducation/Calculators/loanrates.aspx.

& According to Harrell and Langton (2013), 41 percent of identity theft victims who contacted a credit bureau
requested corrections to their credit reports. In addition, a 2012 FTC study found that 26 percent of 1,001 randomly
selected consumers detected at least one potentially material error (including potential evidence of identity theft) in
at least one of their three credit reports (FTC, 2012). About 9 percent of the consumers in the sample successfully
disputed the alleged material errors, and, as a result, their risk scores increased by 10 points or more. See also, Smith
etal. (2013).



This paper contributes to a few streams of studies. First, we add to the literature that
examines the consequences of identity theft on the consumer. However, unlike previous studies
that focused on consumer confidence in payment systems (e.g., Sullivan, 2010) and form of
payment choice (Cheney et al., 2012; Kahn and Lifiares-Zegarra, 2016; Stavins, 2013; Kosse,
2013), this paper examines how identity theft can affect consumers’ credit performance and
credit variables. This study is also related to papers considering the trade-off between
information security and data privacy (Acquisti, 2004; Anderson and Moore, 2007); and
incentives for consumers to prevent identity theft (Federal Trade Commission (FTC), 2003;
Cheney, 2003).

Second, we also contribute to a large and growing literature showing that individuals in a
wide variety of contexts pay limited attention to and do not process information completely when
making important decisions. For example, a series of studies have demonstrated that investors
react less than optimally to information readily available to them at no cost.® Lacetera, Pope, and
Sydnor (2012) demonstrate that individual car buyers exhibit left-digit bias and fail to read all
digits of car odometers correctly when purchasing cars. Stango and Zinman (2014) argue that
surveying consumers about overdraft fees may increase customers’ attention to these fees and
help consumers to avoid them. Bracha and Meier (2015) conclude that text reminders can help
low-credit score consumers to improve their risk scores by paying bills on time and reducing
debt and credit use. We add to this literature by showing that identity theft can serve as a strong
reminder to check credit reports and be more careful and attentive to their credit portfolios.

Our research can offer important policy implications. First, our research suggests that the
Fair and Accurate Credit Transactions Act (FACTA) succeeded by providing consumers with
valuable options to protect their identity and resolve fraud. Second, we argue that identity theft
may be one of many examples of teachable or attentive moments for consumers (others may
include unexpected fees, rejected credit applications, or errors in credit reports). Providing
consumers with relevant information and, perhaps, financial education at these moments of
attention may be a good strategy to improve financial behavior of these borrowers and credit
related outcomes for both consumers and lenders.

® See, for example, Barber and Odean (2008), DellaVigna and Pollet (2009), Hirshleifer, Lim, and Teoh (2009), and
Hirshleifer, Lim, and Teoh (2011).
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I1. Institutional Details and Data

A. Consumer Credit Reports and the Fair and Accurate Credit Transactions Act of
2003

A consumer credit report is an organized record of an individual’s interaction with the
credit market. Typically, a report will include information on the number, size, age, composition,
and repayment status of the consumer’s loans or lines of credit. A credit report may also include
information obtained from public records, such as bankruptcy filings. The three largest credit
reporting agencies with national scope are Equifax, Experian, and TransUnion.

In 2003, the Fair and Accurate Credit Transactions Act (FACTA) became law, amending
the Fair Credit Reporting Act (FCRA) of 1970. One of the goals of FACTA was to improve
protections for consumers affected by identity theft. FACTA permits consumers to obtain free
copies of their credit reports from each of the three major bureaus once each year. FACTA also
required federal regulators to develop “red flag” indicators of identity theft to aid in detecting
identity theft. It also required credit reporting agencies to block information that results from
identity theft and to implement a set of indicators or credit file flags that inform creditors that a
consumer was, or may have been, a victim of identity theft. The credit file flags include initial
and extended fraud alerts that we use in this paper.*® ** When the consumer files an alert with

one national credit bureau, this information is communicated to the other two.

B. Extended Fraud Alerts
This paper uses extended fraud alerts to identify victims of severe identity theft and
fraud. The extended fraud alert has characteristics implying that practically all filers of these

alerts have been victimized.*? In particular, extended fraud alert filers must submit a police

19 An initial fraud alert may be placed in a credit file for 90 days (and may be renewed for multiple and consecutive
90-day periods) by consumers who make a good faith assertion of identity theft.

! Credit freezes are another option available to consumers who want to protect their credit file information. A credit
freeze is typically a fee-based service offered by credit bureaus that prevents third parties from accessing a
consumer’s credit report until the consumer lifts the freeze. Although there is much variation across states, many
states permit victims of identity theft to place a credit freeze in their credit bureau file free of charge and often do
not charge fees to lift a freeze temporarily or to remove it permanently.

12 In our companion paper (Cheney et al., 2014) we provide evidence that suggests most consumers who file initial
alerts, credit freezes, or credit monitoring are often acting out of precaution rather than being actual victims. We
choose to focus on extended fraud alerts in this study to be conservative about potential false positives, but we
recognize that this implies additional false negatives.



report or an Identity Theft Report to place the alert in their credit bureau files. These reports
require accompanying evidence of identity theft or fraud. Such evidence requires time and effort.
In addition, consumers face criminal penalties for falsifying information in these reports.™* Thus,
filers of these alerts are unlikely to place alerts in their credit bureau files based simply on
worries or as a precaution.

Under FACTA, when a credit reporting agency places an extended fraud alert in a
consumer’s credit file, it remains in the file for seven years unless the consumer chooses to
remove it beforehand. In addition, an extended fraud alert removes the consumer’s credit file
from lists of prescreened credit and insurance offers for five years.

Extended fraud alerts require a creditor to take additional steps in verifying the
consumer’s identity when a request is made to open a new credit account, increase an existing
credit line, or issue an additional card associated with an existing credit account. The consumer
specifies a telephone number or other reasonable contact method as part of the alert
documentation. All creditors must contact the consumer by the method specified in the alert to
verify the consumer’s identity in the case of any of the above applications.**

As mentioned earlier, an important element of the rights established in FACTA (and
some state laws) is the opportunity for the consumer to obtain — at no cost — copies of his or
her credit reports when placing a fraud alert. This gives consumers a chance to detect and dispute
fraudulent accounts or delinquencies on compromised accounts as well as any other errors in
their credit reports. If fraud or inaccuracies in a consumer’s credit report are verified, the credit
bureaus are required to remove this information and to prevent it from reappearing in subsequent

reports. This has important implications for measurement and interpretation in this paper.

B FACTA, §111, defines an Identity Theft Report as, at a minimum, “a report that alleges an identity theft; that is a
copy of an official, valid report filed by a consumer with an appropriate Federal, State, or local law enforcement
agency, including the United States Postal Inspection Service, or such other government agency deemed appropriate
by the Federal Trade Commission; and the filing of which subjects the person filing the report to criminal penalties
related to the filing of false information if, in fact, the information in the report is false.”

 In comparison, credit report users may apply reasonable policies and procedures to confirm the identities of initial
fraud alert filers when the filer, at his or her discretion, chooses not to provide a phone number for verification
purposes as part of the alert information.



C. Limited Consumer Attention to Credit Information

Several sources show that consumers do not pay close attention to their credit reports,
credit scores, or other credit information. For example, according to a 2013 poll conducted by the
National Foundation for Credit Counseling, 60 percent of adults 18 years or older had not
checked their credit score in the previous 12 months, and 65 percent had not reviewed their
credit reports.™ Similarly, the U.S. Department of Justice found that only 38 percent of
respondents reported that they had checked their credit reports in the past 12 months (Harrell and
Langton, 2013).%

Consumer inattention may have implications for the accuracy of data contained in credit
reports. A 2012 FTC study detected that 26 percent of 1,001 randomly selected consumers had at
least one potentially material error (including potential evidence of identity theft) in at least one
of their three credit reports (FTC, 2012). These errors may have significant consequences: 9
percent of the consumers in the FTC study sample successfully disputed the alleged material
errors, increasing their risk scores by 10 points or more.'” As mentioned in the introduction,
depressed credit scores due to credit report inaccuracy or errors, including those stemming from
identity theft, can have tangible economic effects for many consumers, especially those on the
prime/subprime margin. Moreover, because the use of credit report information has become
more widespread, credit report accuracy may also have adverse spillover effects. Credit reports
are now frequently used in many areas unrelated to consumer credit: screening job applicants,
underwriting insurance contracts, and for apartment rental applications.

Given the nature and potential economic effects of having one’s identity stolen, it is
likely that an identity theft incident may increase the salience of credit information and
encourage increased monitoring of credit reports and/or scores. Evidence from the National
Crime Victimization Survey (NCVS) shows that the number of victims who reported checking

their credit report increased by up to 15 percentage points upon victimization, and the number of

15 www.nfcc.org/NewsRoom/FinancialL iteracy/files2013/NFCC_2014FinancialLiteracySurvey datasheet
and_key findings 031314%20FINAL.pdf.

16 See www.bjs.gov/index.cfm?ty=pbdetail &iid=4821.

" The FTC defined material error as potentially changing the credit score associated with the credit report.
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victims that checked their bank or credit card statements increased by up to 26 percentage
points.®

As shown in previous literature, limited attention can manifest itself in many forms and
contexts. Grubb (2015) characterizes consumer inattention as consumers not keeping track of
their past usage of goods and services. Stango and Zinman (2014) more broadly characterize it as
“incomplete consideration of information that would inform choices.” Sims (2003) describes
inattention as consumers’ limited information-processing capacity. DellaVigna (2009) models
attention as a scarce resource that is a function of both salience and the number of other tasks at
hand. Gabaix and Laibson (2000, 2001) and Gabaix et al. (2006) theoretically model inattention
in multiple settings by having consumers minimize cognition costs. Although we do not propose
our own definition of limited consumer attention, given the stylized facts described previously,
we argue that many consumers pay limited attention to their credit information before an identity
theft incident and that the incident may serve as a strong reminder for them to be more attentive

to their credit reports.

D. Data Description

To explore the effect of identity theft on consumer credit, we use the Federal Reserve
Bank of New York Consumer Credit Panel/Equifax data set (hereafter, CCP), combined with
additional information on the timing (placement) and type of fraud alerts obtained from Equifax
by the Payment Cards Center. This CCP data set consists of an anonymized 5 percent random
sample of variables derived from the credit bureau records of U.S. consumers.*® The sample is
constructed by selecting consumers with at least one public record or one credit account
currently reported and with one of five numbers in the last two digits of their Social Security
number (SSN) as the method of randomly selecting the sample.®

The CCP is an unbalanced panel in which new individuals are included over time as they
obtain or first report a SSN to a lender (e.g., after immigrating to the United States), open their

first credit accounts, or gain their first public records. Similarly, consumers are dropped from the

'8 These statistics are based on our own calculations using the public use NCV'S data set.
19 We obtained data on fraud alerts for the period Q1:2008 to Q3:2013. The main CCP data set begins in 1999.

% Qur data do not include actual SSNs. Equifax uses SSNs to assemble the data set, but the actual SSNs are not
shared with researchers. In addition, the data set does not include any names, actual addresses, demographics (other
than age), or other codes that could identify specific consumers or creditors.
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sample when they die, change their SSNs, or “age off” following a prolonged period of inactivity
and no new items of public record. The sample is designed to produce a panel with entry and exit
behavior similar to the population that uses credit or has a credit history (Lee and van der
Klaauw, 2010).

We examine the credit files of individuals continuously present in the data set in all
quarters of the Q1:2008 to Q3:2013 period so that we can trace the credit histories of these
consumers.?! Our sample consists of about 10.8 million consumers, of whom we observe that
approximately 53,000 filed a first extended fraud alert in Q1:2008 or thereafter.?” In much of the
following analysis, we examine changes in variables in event time — the number of quarters
before or after an extended fraud alert first appears.

In addition to risk score, there are two variables in our data that are especially noteworthy
for our analysis.”® The first variable is inquiries — applications for credit or insurance made by
the consumer — and the second is information about the consumer’s address.?* We also study
the behavior of such variables as the number of bankcards with positive balances, the proportion
of bankcards in good standing, and the number of third-party collections.?®

FACTA requires that credit reporting agencies block information resulting from identity
theft four days after accepting a consumer’s Identity Theft Report. The agencies must notify
information furnishers that the information they submitted will be blocked from the consumer’s
credit file. This notification triggers actions required by FACTA for furnishers of the
information, including that the furnisher may not continue to report this information to any credit
reporting agency. Another option available to all consumers, not just identity theft victims,

through the FCRA is the right to dispute errors (inaccurate or incomplete information) in credit

2L Working with a balanced panel also mitigates concerns about “fragments” in the credit bureau files. See Wardrip
and Hunt (2013).

22 \We call these first extended fraud alerts to distinguish between the quarter in which the alert is placed in the file
and the subsequent quarters during which the alert is effective. In other words, we use the term to distinguish
between the flow and stock of consumers with fraud alerts in our data.

% The risk score contained in the CCP is the Equifax Risk Score.

% The CCP contains information on the block or census tract corresponding to the address of the consumer. It also
contains a “scrambled address” — a randomly generated set of characters derived from the consumer’s address that
can be used to detect a change of address.

% Accounts in good standing are defined as those that are paid as agreed, without any delinquency.
9



reports. When such a dispute is verified, it may result in a change to or deletion of information in
a consumer’s credit report.

We cannot directly observe which information is blocked or for what reasons. However,
the manner in which each quarter of the CCP data is assembled implies that any fraud existing in
the quarters preceding the filing of an extended fraud alert remains in the data. That is because,
generally speaking, when a new quarter of data is added to the CCP, the information contained in
the previous quarters is not revised. In this sense, the CCP is similar to other real-time data sets
used by researchers. It is important to emphasize that this property of the CCP data does not
necessarily apply to the actual credit report information that consumers and creditors access
every day. When an error is discovered in information contained in those credit bureau files, the
erroneous information is blocked from the entire history contained in those files, even if the error
was discovered long after it first appeared.

It is possible that the timing of the placement of extended fraud alerts may not coincide
perfectly with changes in our credit variables. For example, consumers who file their alerts at the
end of the third month of a quarter may not have their credit file updated until the first month of
the following quarter. We graph the changes in four credit variables of interest across event time
by the month of extended alert filing (Appendix Figure Al). Results indicate that both timing of
fraud and the effect of placement of fraud alerts does not systematically differ by the month of

filing.

E. Summary Statistics

Table 1 presents the descriptive statistics for our data set. The table provides summary
statistics for the data set, including consumers without any type of fraud alert, alert filers four
quarters before filing, and alert filers at the time of filing. From this table, we can observe a
number of differences between the entire population and the extended alert population for many
of these variables. For example, the average risk score for the entire population is 695, while it is
655 for the extended alert population at event time zero. The number of inquiries in the past three
months is 0.54 for the entire population compared with 1.5 for the extended alert population at
time zero. What this means is that a typical filer of an extended fraud alert is not representative

of the credit bureau population as a whole. For example, most consumers have prime credit
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scores, while the average extended alert filer has a subprime score.?® These differences can
potentially reflect both the selection of consumers into fraud alert protection as well as the effect

of the fraud alert itself. We disentangle these two factors in the subsequent analysis.

I11.  Research Design

A. Selection into Treatment

We argue that filers of extended fraud alerts are very likely to be actual victims of
identity theft or fraud. This is because these filers are required to submit an identity theft or
police report with accompanying evidence of criminal activity and are subject to criminal
penalties for falsifying information in these reports.

However, not every victim of identity theft or fraud files an extended fraud alert with a
credit bureau. According to the data from the U.S. Department of Justice, only 8.1 percent of all
identity theft victims file an extended fraud alert or a police report (Harrell and Langton, 2013).
Among consumers suffering from more severe forms of identity theft — such as opening new
accounts in the consumer’s name — about 23 percent of victims contact the police and about 30
percent contact a credit bureau. It is therefore important to distinguish between actions that are
exogenous to the consumer and actions that are endogenous. We argue that victimization itself,
as well as its timing, is exogenous to the consumer but that the decision to file an extended alert
is endogenous. This feature, in itself, introduces concerns about selection bias.

Selection into filing an extended fraud alert can occur because filers may be
unobservably more motivated or attentive than victimized nonfilers and thus proceed and file an
alert. This type of selection implies that fraud victims who decided to refrain from filing an alert
may be “hidden” among individuals without any alert. If we compare extended fraud alert filers
with all nonfilers or a selected group of nonfilers, we would not be able to separate the effect of

fraud from the effect of unobservable motivation to file an alert.

% prime consumers are defined as those with risk scores > 660, while subprime borrowers are those with risk scores
< 660.
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B. Identification Strategy

To address this endogeneity issue of selection, we propose an identification strategy that
relies on the timing of treatment (extended fraud alert filing) to identify the effect of fraud on
credit bureau variables. In this strategy, we focus on the sample of fraud alert filers only. Since
everyone in this sample files an alert at some point in time, we argue that all these individuals are
motivated to file an alert once they have discovered evidence of fraud. However, because these
individuals are victimized in different periods in our sample, those who are victimized later can
serve as a control group for those victims who are defrauded earlier in the sample.?” Thus, in this
strategy, identification comes from the timing of victimization that is exogenous to the
consumer. This feature addresses the selection issue discussed earlier that assumes self-selection

among alert filers based on unobservable attributes.

C. Econometric Methodology

In our main analysis, we estimate the following distributed lag regression model:
Yie = Bo + 222 gBreTe + @ + 8 + &4, 1)

where Y is an outcome variable of interest, T is a set of event time dummy variables relative to
the time of extended fraud alert filing. For example, T, is equal to 1 two quarters after alert filing
by an individual and 0 otherwise. This specification measures the changes in the outcome
variables up to eight quarters before fraud alert filing (to observe preexisting trends, if any), at
the time of the filing, and up to 22 quarters after alert filing, all relative to the omitted period,
which is more than eight quarters before the alert filing. This specification also includes calendar
time fixed effects a, and individual fixed effects &;.® Standard errors are clustered at the

individual level.

2" It is possible that the timing of alert relative to the timing of victimization may also be endogenous. For example,
after a consumer experiences identity theft, she may be unobservably more/less motivated to report the theft
immediately. Evidence from the NCVS directly refutes this hypothesis. Approximately 47 percent of all respondents
reported that they discovered identity theft within 24 hours of misuse, and 95 percent said they found out within
three months.

% Note that we cannot include cohort of fraud alert filing fixed effects into this specification because they would be
perfectly collinear with individual fixed effects. As a robustness test, we included cohort fixed effects and zip code
fixed effects, but omitted individual fixed effects, and obtained almost identical results.

12



The data used in these regressions only include extended fraud alert filers. Hence, the
only source of variation exploited is the variation in the time of victimization and fraud alert
filing. This specification is standard in the literature and is used by Gallagher (2014) and Gross,
Notowidigdo, and Wang (2014), and Dobkin et al. (2016).

D. Reverse Causality

It is possible that some consumers may be trying to clean up their files in preparation for
mortgage or other important credit applications. While there are limits to what consumers can do
to clean up their credit file, it is possible that some consumers may “discover” something bad in
their reports — such as fraud — simply because they were actively shopping for credit and paid
more attention to their credit reports. This situation could be described as reversed causality in
the sense that a future application for credit or good credit behavior may lead to fraud discovery.
To the contrary, survey evidence from the NCVS indicates that only approximately 1 percent of
respondents who were victims of identity theft said that they discovered misuse upon applying
for credit, bank accounts, or loans.

We also use our data to test directly the hypothesis that consumers who file extended
fraud alerts are simply engaged in credit file repair before a major credit application or some
other event. This hypothesis implies that such consumers are equally likely to have fraud-related
activity (e.g., address change reversals, new accounts that are closed immediately, increases in
delinquent accounts) in their files at any time before they file an alert. If, instead, negative fraud-
related activity is present in the credit reports of alert filers shortly before (one or two quarters)
or in the quarter of fraud alert filing, the hypothesis of a simple credit file repair leading to
identity theft discovery will not be supported by the data. Instead, the effects we observe are
likely to be related to fraud or identity theft. As described in the next section, our results do not

support the credit repair hypothesis.

V. Main Results

In this section, we present evidence justifying our identifying assumptions. We also
provide evidence consistent with identity theft or fraud occurring just before the placement of an

extended alert. Next, we discuss the effects of an extended fraud alert on such outcomes as risk
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score, inquiries, proportion of cards in good standing, the number of cards with positive

balances, and the incidence of third-party collections and other derogatory events.

A. Evidence of Fraud

Panel A of Figure 1 plots the average number of inquiries for all fraud victims in event
time, with event time 0 equal to the quarter of the first extended fraud alert filing. In all panels of
this figure, we remove business cycle and seasonal effects by including calendar time dummies.
These plots display the residual average values of variables after we remove seasonal and
business cycle effects. The most important observation about Panel A of Figure 1 is the very
large and transitory increase in the number of credit applications that coincides with the quarter
the extended alert is filed. The average number of inquiries increases from 1.2 before fraud to 1.8
(50 percent) at the time of fraud alert. This increase is consistent with consumers’ personal
information being stolen by criminals and used to shop for credit.? It is possible that consumers
become aware of identity theft because this spike in applications triggers letters or phone calls
from creditors.

The rapid buildup in inquiries before fraud alerts also coincides with a transitory decline
in risk score documented in Panel B of Figure 1 (time —1). Note that the average increase in
score that follows is typically larger than the transitory decline (we revisit this point in the next
section).

Certain types of identity theft and subsequent fraud involve criminals changing the
address on the consumer’s financial accounts, which can trigger a change in the address that
creditors report to the credit bureau.*® In our data, we are unable to distinguish between
fraudulent and genuine address changes. However, we can see if an address change is reversed to
the original address in the subsequent quarter. Thus, we can compare the pattern of reverse
address changes at the time an extended fraud alert is filed with patterns prior to and after the
event.>! Panel C of Figure 1 plots the fraction of fraud alert filers who reverse address changes

over event time. This figure shows a sharp increase in reverse address changes at the time the

2 We provide formal statistical tests of these effects in the next section and in Cheney et al. (2014).

% Criminals may do this when taking over existing accounts, or they may apply for new accounts using the
consumer’s name but a different address.

*! Recall that consumer address changes may be reversed in the credit bureau file after the discovery of fraud, but
the history of address changes in the Consumer Credit Panel is not updated and, therefore, is not affected by the new
information.
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fraud alert is filed and one quarter after, consistent with consumer reversing address changes
made by criminals.

Finally, Panel D of Figure 1 plots the average number of new revolving accounts for
fraud alert filers before and after they file an alert. This figure shows that new revolving accounts
begin to increase sharply a few quarters preceding the fraud alert filing and peak one quarter
before alert filing. This finding is consistent with criminals using consumers’ stolen personal
information to open new revolving accounts.

The increases in inquiries, reverse address changes, and the number of new accounts near
the time of the fraud alert filing, as well as the decline in risk score shortly before the placement
of the fraud alert, allow us to conclude that fraud is very likely to have occurred either during the
quarter the fraud alert was filed or at most a quarter or two before that date. The patterns in these
four credit report variables discount the hypothesis that alert filers simply attempt to repair their
files due to another reason (e.g., preparing to apply for credit in the future) and discover fraud in
their reports during this repair. This hypothesis implies that fraud-related activity would be
equally likely to be present in all quarters before fraud alert filing. However, we find in our data
that fraud related activity is tightly concentrated just before the alert filing or at the time of filing.

B. Regression Analysis: Evidence of Fraud and Its Effects over Time

Figure 2 and all subsequent figures report coefficients from the distributed lag regression
model specified in equation (1). The four panels of Figure 2 show coefficients for four outcome
variables: credit inquiries, risk score, reverse address changes, and new revolving accounts. The
coefficients show the difference in the outcome variables between already victimized consumers
(treatment group) and not yet victimized individuals (control group) over time before and after
identity theft and fraud. In addition to point estimates displayed as dots, all these figures provide
95 percent confidence intervals as vertical bands.

Panel A of Figure 2 plots the difference in credit inquiries between treated and not yet

treated extended fraud alert filers. Similar to Figure 1, this figure shows that, on average,

%2 Note that the removal of the business cycle effects results in reverse address changes being close to zero or
negative in most events. These negative values can be interpreted as deviations from the pattern induced by the
business cycle. Even though some values are negative, they are not statistically significant. We formally test this in
the next section.
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inquiries increase by 0.6 at the time of fraud, and this spike is highly statistically significant. The
inquiries decrease after fraud and stay at a lower level than before fraud.

Consistent with criminal activity, Panel B of Figure 2 shows a statistically significant
decline in risk score of about three score points one quarter before the fraud event. However, this
decline is reversed and, on average, risk scores increase by about 12 points at the time of the
fraud alert. Panel B of Figure 2 also shows that this improvement in risk scores is persistent and
remains highly statistically significant for several years.

Panel C of Figure 2 plots the effect of fraud on reverse address changes. The only
statistically significant coefficients are in the quarter before and a few quarters after extended
fraud alert filing. The coefficients imply that around 1 percent of victims reverse address changes
at the time of fraud and an additional 1.5 percent of victims do the same one quarter after fraud
alert filing.

Similar to Panel D of Figure 1, Panel D of Figure 2 shows that the number of new
revolving accounts peaks in the quarter preceding extended fraud alert filing. On average, 1 in 10
fraud victims have one new revolving account opened at that time. The number of new revolving
accounts declines quickly after fraud alert filing. Fraud victims have, on average, between 0.05
and 0.1 fewer new revolving accounts in the quarter after identity theft or fraud is resolved.

An important feature in all panels of Figure 2 is that there are no pre-trends in credit
inquiries, risk score, reverse address changes and the number of new accounts a year or more
before alert filing. This finding is consistent with the identifying assumption that not-yet treated
individuals are a reasonable control group for already victimized consumers. In addition, this
result also suggests that fraud-related activity happens shortly before an extended fraud alert
filing (up to one year before the alert filing).

In addition, the results in Figure 2 suggest that negative effects of fraud on risk score and
increases in credit inquiries, reverse address changes, and new accounts (which are likely due to
fraud) are robust and statistically significant. The results for the time after fraud also indicate that
the persistent improvement in risk score after the resolution of identity theft or fraud may be
explained in part by reductions in the number of inquiries and the number of new accounts after
fraud. The reductions in both of these credit variables can positively affect risk score. We

explore positive changes in other credit attributes after fraud in the next few figures.
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Figure 3 presents the effects of fraud on such credit variables as the number of open
bankcards, cards with positive balances, and age of the newest card. While the number of open
cards increased just before fraud alert filing (Panel A of Figure 3), it drops sharply at the time of
fraud alert filing and continues to decline thereafter. This may imply that consumers close
fraudulent cards opened by criminals at time —1. After the fraud is resolved, consumers have
fewer cards than before the fraud took place. This result suggests that, after identity theft or
fraud, fraud victims close cards they do not actively use. Alternatively, they may dispute
accounts reported as open when they had been closed for some time.

Panel B of Figure 3 shows that cards with positive balances (actively used cards) also
follow a similar pattern, even though the decline after fraud alert filing is less pronounced.
Finally, Panel C of this figure shows that the age of the newest card evolves naturally after the
drop in this variable one quarter before fraud alert filing. It appears that victims of severe identity
theft open bank cards less frequently while maintaining the cards they actively use.

Figure 4 provides evidence that, after fraud is resolved, consumers keep a higher
proportion of their cards in good standing (Panel A). Fraud victims also reduce the incidence of
major derogatory events on cards by about 4 percentage points (Panel B) and the incidence of
third-party collections by 8 percentage points (Panel C). The sharp declines in the incidence of
derogatory events and third party collections at the time of fraud alert filing might result from the
consumer disputing fraudulent accounts as well as other incorrect information in their credit
reports. However, the persistence of these effects over time suggests that consumers may have
changed their payment habits to keep more cards in good standing and out of collections.

To summarize our findings, we plot the share of the population with prime scores (higher
than 660) in our sample in Figure 5. This plot shows that fraud activity at event time —1 lowers
the share of prime consumers by about 1.8 percentage points (4 percent decrease relative to the
baseline share of prime consumers of 45 percent). However, after fraud resolution, the share of
prime consumers increases by 5 percentage points (an 11 percent increase) and remains elevated
for a few years. These changes have far-reaching economic consequences as they may allow
borrowers to obtain more credit and at better terms. For example, on average, the interest rates

(APR) on a 30-year fixed rate mortgage decrease from 4.7 percent to 3.7 percent when a
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borrower moves from the 620-639 FICO score range to the 660-679 range.>* Bracha and Meier
(2015) show that moving from the 620-679 score range to the 680—739 range can decrease credit
card interest rates by 3.5 percentage points (from 19.1 percent to 15.5 percent, on average). Thus,
positive changes in the risk score may allow borrowers to save on financing expenses and have
more access to credit to smooth negative income or expense shocks. It is also important to
emphasize that lower risk borrowers can benefit lenders because these borrowers are less likely

to default on loans.

V. Robustness Checks

A. Initial Fraud Alert Filers as a Control Group

In addition to filing extended fraud alerts, consumers can request a number of other fraud
protection services from credit bureaus. One of these services is an initial fraud alert. The major
difference between an extended fraud alert and an initial fraud alert is that initial alerts do not
require police reports and evidence of fraud.** Therefore, initial fraud alerts can be filed out of
precaution or suspicion about possible identity theft or fraud. However, in order to file an
extended fraud alert, the consumer must present evidence of fraud and file a police report or an
Identity Theft Report. Thus, we can argue that initial alert filers may be at least as motivated as
extended fraud alert filers to request an alert but do not have the evidence of fraud that would
allow them to file an extended fraud alert. This difference between the two types of alerts
provides us with another potential mechanism to separate the effects of fraud from unobserved
factors that motivate the filing of a fraud alert. In particular, this feature of the initial fraud alert
allows us to use initial alert filers as a control group for the extended alert filers.

To measure the difference between these two types of alert filers, we estimate an

alternate specification of the regression model in Equation (1):

Yit = .30 + Zgi—s :BleTe + Zgi—s :BZeTe X 1ext + .831ext + At + ‘Si + Eit- (2)

¥ This example is based on the national average mortgage interest rates provided by FICO on August 8, 2016. See
www.myfico.com/CreditEducation/Calculators/loanrates.aspx.

* In addition, unlike extended fraud alerts, which are active for seven years, initial fraud alerts are active for 90 days
only. However, consumers can renew initial fraud alerts in multiple and consecutive quarters. An initial fraud alert
does not remove the consumer from lists used to make pre-screened offers of credit, but it requires lenders to have
additional policies and procedures in place to verify a consumer’s identity when they receive a request to open a new
account or other credit inquiries.
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The only difference between this specification and the specification in Equation (1) is that we
add a new indicator variable, 1,.,;, which is equal to one for extended alert filers and to zero for
initial alert filers. We also interact this variable with event time indicators Ts. Thus, S,
coefficients will capture the differences between initial and extended alert filers before and after
they file an alert.*

Figure 6 presents results from comparing extended alert filers to initial alert filers. All
results in this figure are qualitatively very similar to our main results in Figure 2. In particular,
even after using initial alert filers to control for unobserved motivation to file a fraud alert, we
can see evidence of fraud among extended alert filers just before an alert such as increased
inquiries (Panel A), decreased risk score (Panel B), a higher address reversal (Panel C), and a
higher number of new revolving accounts (Panel D). The behavior of fraud victims after fraud
resolution is also similar to the main results with persistent increases in risk score, fewer
inquiries and new accounts opened by these consumers. Based on these results, we argue that our
main findings are unlikely to be driven by unobservable motivation of some fraud victims to file

an alert, but these results are more likely to be due to the effect of victimization on consumers.

B. Controlling for Long-Term Event Time Trends

As can be seen in Figure 1, some credit variables such as risk score may have long-term
trends in event time. These long-term trends may be explained by mean reversion in risk score
and other variables. For example, risk scores of a group of subprime individuals may rise over
time simply because the effects of adverse past events, which decreased their scores in the first
place, receive less weight in their current score.

To separate the effect of mean reversion in credit variables from the longer-term effects
of fraud, we estimate the following parametric econometric model adopted from Dobkin et al.
(2016):

Yie = Bo + fre + re” + B3leso + Balezo X € + Pslezo X €% + Bl scex—1 +

Brl-4ces—1 X €+ ap + 6; + €. 3)

% We estimate the specification in Equation (1) on the sample of extended fraud alert filers only, while the results in
this section include extended and initial alert filers.
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In this specification, e denotes fraud event time (which varies from —22 to 22), 1.5, is an
indicator variable equal 1 for non-negative event time, and 1_,<.<_; is an indicator variable for
time periods between —4 and —1. All other variables are as defined in Equation (1).

The specification in this model is motivated by the patterns in the data observed using
nonparametric specification in Equation (1). In particular, Figures 2 through 4 show evidence of
fraud shortly before alert filing and a discontinuous change in credit attributes at the time of alert
filing. These two patterns motivate us to allow for discontinuous (intercept) shifts at the time of
fraud (from time —4 to —1) and after fraud resolution (time larger than or equal to zero). We also
allow for a quadratic trend in event time. However, because this trend may shift after fraud
resolution, we interact the quadratic trend with the positive time indicator. Finally, we interact
the linear component of the trend with the fraud time indicator.

Table 2 summarizes results for this specification. The coefficients on the event time
variable in this table show that there are (mostly) linear trends in many credit variables. For
instance, on average, risk score increases by 0.9 points every quarter. The square of event time,
however, is statistically insignificant and very small economically for the credit variables we
consider. Similar to our previous results in Figures 2 to 4, we find generally negative effects of
fraud on credit attributes. In particular, fraud (—4 < Time < —1) decreases risk score by 5
points, increases credit inquiries by 0.4, and increases address reversals, new revolving accounts,
and derogatory events.

We also find generally positive changes in credit variables after fraud resolution. On
impact (Time > 0), risk scores increase by 11 points, collections decrease by 8 percentage
points, and the proportion of cards in good standing goes up 2.3 percentage points. Similar to our
earlier results, inquiries and reverse mobility are elevated after fraud and cards with positive
balances decrease. There is some attrition in these initial effects as indicated by the interactions
of time trends with the after-fraud indicator variable. For example, the coefficients on the
interactions indicate that about 5 points of the initial jump in the score is gone after 10 quarters
since fraud event. Overall, these results are very similar to our main results obtained without

controlling for long-term event time trends.

% Since there are only four periods for which the fraud time indicator is equal to 1, we do not to interact it with the
square of event time to avoid multicollinearity.
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C. Controlling for Individual Level Mean Reversion

The econometric model in Equation (3) assumes a common mean reversion for all
individuals in both the pre- and post-alert filing time periods. It is possible there is substantial
heterogeneity in mean reversion across individuals. Imposing a common mean reversion across
individuals may mask the true effect of fraud on individuals. Because of the granular nature of
our data, we have a long-time series for each individual in our sample, which can allow for
panels to have their own individual time trends.

To distinguish the effect of mean reversion from that of fraud, we specify a model in the
spirit of Musto (2004):

Yit=ﬁ0+6i+6iXt+6iXt2+ﬁ1Dit+at+gitl (4)

where &; is an individual fixed effect to be estimated and §; X t + &; X t? is an individual-level
quadratic time trend.®” The variable of interest in this specification is D;;, an indicator variable
equal to 1 when individual i has an extended fraud alert filed at time t. This variable captures the
difference in a variable of interest between before and after filing an extended fraud alert. By
specifying an individual quadratic time trend for each consumer, we can more precisely separate
the effect of mean reversion from the effect of the extended fraud alert. However, estimating
individual fixed effects and individual quadratic time trends introduces computational
restrictions. For each panel in Equation (4), we perform our analysis on a 6.7 percent random
subsample of our data.*

We present results of this analysis from Equation (4) for risk score, proportion of
bankcards in good standing, and new revolving accounts in Table 3. The estimates are
quantitatively similar to those previously reported in Figures 2 and 4. After controlling for
individual fixed effects and mean reversion, we find that having an active extended fraud alert
increases risk scores, on average, by 13.6 points, increases the proportion of cards in good
standing by 1.98 percentage points, and decreases the number of new revolving accounts by
0.085. Reported R? are high because the estimated individual effects, along with the individual

quadratic time trends, account for a significant portion of the variation in these credit variables.

% As mentioned in the previous section, use of individual-level quadratic time trends is motivated by observed
patterns in the data. Estimates using a linear time trend produce similar results.

% Since we estimate individual fixed effects and individual quadratic time trends, there is a minimum of 3n variables
that are estimated, where n is the number of panels in the subsample.
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VI.  Heterogeneous Effects

In this section, we study the effects of fraud on consumers with various initial conditions
or those subject to various forms of fraud or criminal activity. We focus on such variables as
credit inquiries and risk score. To compare the effects of fraud on consumers with different

values of these variables, we estimate the following model:

Yit = ﬁo + 252—8 lgleTe + 25232—8 IBZeTe X 1sub + ,83 1sub + At + 51‘ + Eits (5)

where 14,,is an indicator variable equal one for one of the subgroups we consider later in this
section. These subgroups are defined based on the characteristics of consumers in either the two

quarters preceding alert filing or in the quarter of alert filing (event time —2, —1, and 0).

A. Consumers with Credit Inquiries

Consumers with credit inquiries at the time of fraud may behave differently after fraud is
resolved compared with consumers without credit inquiries. Credit inquiries may capture two
activities: 1) shopping for credit by consumers and 2) shopping for credit by criminals using
stolen consumer personal information. We cannot clearly distinguish between these two types of
inquiries in our data. However, we can compare fraud victims without inquiries with fraud
victims with inquiries. We hypothesize that consumers without inquiries may be 1) less attached
to the credit market and less attentive to their credit information and 2) subject to existing
account fraud or other fraud that does not result in credit inquiries.

Figure 7 shows changes in credit variables of fraud victims without credit inquiries at
time —2, —1, or 0 compared with consumers with credit inquiries in that time span. The decline in
credit inquiries at the time of fraud shown in Panel A of Figure 6 is, of course, mechanical, but
the other results are not. Panel B of this figure suggests that no-inquiry fraud victims experience
larger effects of fraud on risk scores in the quarters after the extended fraud alert was filed. This
suggests that this subgroup of consumers exhibited more inattention before the fraud than the
victim population as a whole. However, we cannot rule out the possibility that this subgroup
experienced even more serious fraud than the entire population of extended alert filers.

Panel C of Figure 7 suggests that there is no statistically significant difference in terms of
reverse address changes between fraud victims with and without inquiries. However, Panel D of

this figure shows that victims with inquiries are more likely to have new accounts opened at the
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time of fraud. This result is consistent with criminals being successful in applying for credit with
stolen consumer information for a fraction of the population with credit inquiries or a valid

consumer acquiring new credit.

B. Subprime and Prime Fraud Victims

It is possible that subprime consumers react to fraud differently than prime consumers,
either because they exhibit more inattention or they experience more severe forms of fraud. We
define subprime consumers as having a risk score less than or equal to 660 at event times —2, —1,
or 0 and compare them with consumers with risk scores above 660 in that time period. We
summarize the results of this exercise in Figure 8.

Panel A of this figure shows that, before and after fraud, subprime consumers have more
credit inquiries than prime consumers, which is consistent with the prior literature suggesting
that subprime customers shop for credit more than prime consumers. However, Panel A also
shows that, at the time of fraud, both prime and subprime consumers have the same number of
inquiries. This finding may imply that, at the time of fraud, the behavior of inquiries for both
groups is driven by common factors such as criminals applying for credit using stolen consumer
information. This result likely corroborates our argument that most of credit inquiries at the time
of fraud are generated by criminals, not consumers.

Panel B of Figure 8 also shows that the effect of fraud on risk scores of subprime
consumers is much larger than the comparable effect for prime consumers. In particular,
immediately after fraud, the average subprime population’s risk score jumps 18 points higher
than the score of the prime population. There are three possible interpretations that are not
mutually exclusive. First, this may be evidence that subprime consumers exhibit relatively more
inattention prior to the fraud. Second, these consumers may have been exposed to more severe
forms of fraud. Third, there may have been more errors unrelated to the fraud on the credit
reports of these consumers. It is also worth noting that the effect of fraud resolution on the risk
scores of the subprime population is persistent.

Panel C of Figure 8 suggests that there are few differences between prime and subprime
fraud victims in reverse address changes. Finally, Panel D of this figure shows that subprime
consumers have more new accounts opened as fraud occurs compared with prime victims. In

addition, after identity theft is resolved, these consumers seem to continue opening a larger
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number of new accounts compared with prime borrowers. This last result may suggest that some

subprime consumers use their higher risk scores to apply for additional credit cards.

C. Quantile Regressions

An alternative way to address heterogeneity is to study the distribution of our outcome
variables of interest by specifying quantile regressions. This methodology is particularly
attractive because many of our credit variables are not symmetrically distributed, which may
mask heterogeneous effects in different parts of the distribution. Specifically, we estimate the
distributed lag model from Equation (1) using a pooled conditional quantile regression model to

analyze the effects of fraud on the entire risk score distribution. The equation to be estimated is:
Yie =Bo + Zgi -8 ﬁlep Te+a;+ Ce + S5 + &, (6)

where T is a set of event time dummy variables relative to the filing of the extended fraud alert,
« is a vector of calendar time dummy variables, C is a vector of extended alert filer cohort
dummy variables, and S is a vector of state dummy variables. The coefficient vector g, ., for the
event time dummy variables will be estimated for each quantile p.39 Each B;., can be interpreted
as the increase in risk score at a given percentile for the specified event time T relative to the
omitted period (quarters —22 to —9).%°

In estimating their quantile regressions, Dobkin et al. (2016) examine only the right tail
of the distribution for their continuous credit variables of interest. While this approach is valid
for variables whose distribution is zero inflated, such as collections or card balances, it ignores
potential heterogeneity in variables such as risk score, for which the distribution is less truncated.
To understand the heterogeneity across the entire population, we estimate Equation (6) for 19
different quantiles. We present the results of the conditional quantile regressions for the center
and the tails of the risk score distribution for fraud victims graphically in Figure 9.

% Since the model is estimated with a constant, the omitted categories are event times e =22 to e = —9, the state of
Avrkansas, the first quarter of 2008, and extended alert filing cohort 1.

“0 It is important to note that the model neither follows consumers across time nor does it fix consumers in any

specific quantile at a specific point in time. Although individuals are allowed to move across quantiles across time,
the nature of the event time dummy variables ensures that there is no double counting of individuals in any given
event time period in estimating the event time coefficients.
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Panel A of Figure 9 displays the effects of identity theft for the left tail of the risk score
distribution. Risk scores in this part of the distribution are subprime, with scores at e = —8
ranging from 445 for the 5th percentile to 543 for the 25th percentile. Panel B displays risk score
from the central part of the distribution. Scores here are near prime with a median risk score of
631. Panel C shows risk scores for the right tail of the distribution. Scores in this region are
highly prime, with the 90th percentile risk score being 805.

In the pre-identity theft period from e = -8 to e = -2, the risk score distribution is
relatively stable, with event time coefficients not statistically different than zero. This can be
seen in all three panels of Figure 9. Similar to our results in Part B in Section IV, we observe a
significant drop in risk score at e = —1, which, as we have previously argued, is indicative of
fraud. However, unlike our previous results, the estimates from the quantile regressions show
that the immediate effect of fraud is concentrated in the right tail of the distribution, with risk
scores at the 75th percentile experiencing a statistically significant decrease of —12.7 points. This
can be seen in Panel C. Panel A shows that risk scores in the left tail of the distribution
experience almost no immediate effect from identity theft, with point estimates at e = —1 being
positive and statistically insignificant. This indicates that the effects of identity theft are
heterogeneous, with those individuals with higher risk scores being disproportionally affected by
fraud.*!

There is also evidence of heterogeneity after filing an extended fraud alert. As can be
seen in all three panels, risk scores across the entire distribution experience an increase from e =
—1 to e = 0. While scores for the median and the left tail of the risk score distribution increase
substantially, scores for the right tail of the distribution experience smaller effects. Our results
show that the immediate gains in risk scores after filing an extended fraud alert are concentrated
in the center and left tail of the distribution.*

In the post-extended alert filing period, there is substantial heterogeneity in the evolution
of risk scores through time across the risk scores distribution. For risk scores in the left tail, the
gains from fraud resolution diminish within one to two years: scores at the 5" percentile, which

are deeply subprime, lose all gains by e = 5. Scores at the 25th percentile lose all their gains to

*! This is intuitive; criminals are likely to be more successful in opening new accounts using the information of
consumers with higher risk scores.

“2 The conditional median increases by 22 points frome=—1to e = 0.
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their risk score by e = 10. By e = 22, consumers in the left tail of the distribution have risk scores
that are lower than in the pre-theft period, although we cannot reject the null hypothesis that they
are significantly different from zero. This can be clearly seen in Panel A.

Panel B shows that increases in the central part of the risk score distribution are highly
persistent, with the median remaining stable across all event time periods. This increase across
time for the median risk score is economically significant as a substantial mass of consumers
move from being subprime to prime upon filing an extended fraud alert.*® In Panel C, we see that
for scores in the right tail of the distribution, there is a steady increase over time, with scores in
the 90th percentile approximately 9.5 points higher at e = 22 than in the pre-alert filing period.

To examine the overall effect of identity theft on risk scores across time, Figure 10
presents a heatmap of the risk score distribution with coefficient values represented by colors.
Note that both the intensity and persistence of the effect on risk score is greatest for the center of
the distribution when compared with the tails.**

These results highlight the existence of substantial heterogeneity in how fraud affects risk
scores and the reponse of risk scores to identity theft. First, the immediate effects of identity theft
on risk score are not equally dispsered, with risk scores in the right tail of the distribution being
disporportionally affected. Second, the risk score distribution skews right upon the filing of an
extended fraud alert, with scores in the tails of the risk score distribution demonstrating
heterogenous levels of response: Scores in the left tail of the distribution show a 16.2 point
increase in risk score relative to the previous quarter, while scores in the 90th percentile of the
risk score distribution receive only a modest 3.4 point increase upon filing.* Third, these tail
effects are transitory: for the 10th percentile of the risk score distribution, risk scores decrease
consistently over time, with the initial gains eliminated by e = 10. In contrast, for scores the 90th
percentile of the risk score distribution, risk scores are increasing over time and are 10 points

higher than their pre-theft average by e = 22.

*® The unconditional median risk score increases from 630 one quarter prior to filing an extended fraud alert to 664
five years after the alert has been filed. The conditional median risk score increases from 640 to 665 during the same
time period.

% 3-D graphs showing how the risk score distribution changes over time are available in the Appendix.
** Note that risk scores for the 90th percentile are still on average below their pre-theft level at this time.
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VII.  Conclusion

This paper uses a unique data set of anonymized U.S. credit bureau records, including
details on fraud alert filings, to examine the effects of identity theft on risk scores, access to
credit, and credit portfolios. We classify those individuals who place an extended fraud alert in
their credit bureau files as the most likely fraud victims because this type of fraud alert requires
the filing of a police report (with accompanying evidence of identity theft).

Our results show that, in the short-term, identity theft decreases the average risk score of
victims and increases new (fraudulent) accounts, inquiries, and instances of reverse address
changes. The effects of fraud generally persist between one to two quarters. The long-term
effects of fraud on credit bureau attributes are often positive and larger than the negative short-
term effects. For identity theft victims, risk scores increase by an average of 12 points after
fraud-related activity is eliminated from their credit reports. For many consumers, this effect is
persistent over time and remains for as long as 20 quarters after the fraud incident. We also find
that the average proportion of cards in good standing increases and the average incidence of
third-party collections and other derogatory events decrease after identity theft and remain at
lowered levels for several years.

This paper contributes to the existing literature on identity theft by documenting the
effects of fraud on important consumer credit attributes. We also argue that the improvement in
risk scores and other credit outcomes is consistent with identity theft victims paying limited
attention to credit file information before identity theft and then subsequently increasing their
attention to their credit portfolios.

Thus, we also contribute to the recent literature on the importance of salient events for
investors and consumers in various contexts. Specifically, our results suggest that experiencing a
negative shock to one’s personal finances due to fraud and identity theft may be a “teachable
moment” for consumers, increasing their awareness of financial and credit information.

Our findings, therefore, may have direct policy implications. While we obviously do not
suggest imposing adverse events (such as identity theft) on consumers, we argue that individuals
may learn better when they are more attentive to a specific subject, even if this attention is due to
a negative shock. In particular, the manner in which the details of salient events are
communicated to consumers may amplify the educational effects of any “teachable moments.” In

addition, providing consumers with tools to address issues directly related to the salient event,
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such as correcting credit information problems due to identity theft, as in FACTA, can produce
tangible, economically significant improvements in consumers’ outcomes. In other words,
providing the right information at the moment when consumers care about the information may

be an effective policy in improving their financial literacy and welfare.
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Table 1. Summary Statistics

Nonfilers Filers
Att=—4: Att=0:

Variable Mean S.D. Mean S.D. Mean S.D.
Number of inquiries, past 3 months 0.541 0.989 1.028 1.646 1.480 2.027
Number of inquiries, past 12 months 1.873 2.217 3.410 3.896 3.861 3.995
Age of newest account 31.877 46.977 19.052 23.115 19.893 25.786
Change in number of accounts opened,
past 6 months —-0.007 0.680 0.006 0.864 —0.048 1.006
Change in number of revolving accounts, 0.008 0511 0.003 0.638 0.072 0.797
past 6 months
Utilization rate (fraction) 0.309 0.367 0.393 0.411 0.390 0.397
Age (years) 51.004 17.919 43.943 14,742 44.869 14.744
Number of bankcard accounts w/ 1600 1459 | 1811 1569 | 1.680 1491
update w/in 3 months w/ balance>0
Number of trades currently 30 days past
due 0.045 0.267 0.064 0.307 0.051 0.277
Number of bankcard accounts with past
due amount>0 0.194 0.665 0.372 0.896 0.235 0.663
Total number of 30 days past due
occurrences on bankcards w/in 24 0.382 1417 0.596 1.702 0.394 1.255
months
Total number of 120 days past due
occurrences on bankcards w/in 24 0.601 3.236 0.989 3.959 0.542 2.908
months
Total past due amount bankcard 344 26382 | 5534 35713 | 4031 30425
accounts w/ update w/in 3 months
Risk score 695.11 108.18 641.34 119 655.1 109
Number of Observations 21,517,164 39,367 39,404

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center. Note: Risk score is the Equifax Risk Score.
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Table 3. The Effect of Fraud on Credit Variables, Controlling for Individual Mean

Reversion
1) ) (©)

Risk Cards in Good  New Revolving

Score Standing Accounts
After extended 13.606*** 0.018*** —0.085***
alert filed (1.238) (0.006) (0.019)
Number of panels 3520 3234 3438
Total observations 79715 55995 74179
Within R? 0.553 0.565 0.317
Overall R? 0.929 0.844 0.446

Notes: All specifications include individual fixed effects, individual quadratic time trends, and time fixed effects.
Standard errors are clustered at the individual level. Risk score is the Equifax Risk Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 1. Indicators of Potential Identity Theft in Event Time
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Notes: This figure depicts average values of credit bureau characteristics of fraud victims before and after fraud
activity. Time 0 denotes the quarter of extended fraud alert filing with negative time being quarters before this event
and positive time being quarters after the event. The data include only extended fraud alert filers in Q1:2008—
Q3:2013. The effect of the business cycle is removed using calendar time dummies. Risk score is the Equifax Risk
Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 2. Indicators of Potential Identity Theft — Treatment versus Control
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Notes: This figure depicts changes in credit bureau characteristics of fraud victims before and after fraud activity.
These changes are estimated based on a distributed lag specification with event time dummies. Time 0 denotes the
quarter of fraud alert filing, with negative time being quarters before this event and positive time being quarters after
the event. All quarter dummies prior to quarter —8 are omitted. The dots represent point estimates and bands show
95% confidence intervals. The data include only fraud alert filers in Q1:2008-Q3:2013. The idenification comes
from the exogenous timing of fraud activity. Risk score is the Equifax Risk Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 3. The Effect of Fraud on the Number of Open Cards, Cards with Balances, and
Age of Newest Card

Panel A. Open Bankcards Panel B. Cards with Positive Balances
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Notes: This figure depicts changes in credit bureau characteristics of fraud victims before and after fraud activity.
These changes are estimated based on a distributed lag specification with event time dummies. Time 0 denotes the
quarter of fraud alert filing, with negative time being quarters before this event and positive time being quarters after
the event. All quarter dummies prior to quarter —8 are omitted. The dots represent point estimates and bands show
95% confidence intervals. The data include only fraud alert filers in Q1:2008-Q3:2013. The identification comes
from the exogenous timing of fraud activity.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 4. The Effect of Fraud on the Proportion of Cards in Good Standing, the Incidence
of Major Derogatory Events, and Third-Party Collections
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Notes: This figure depicts changes in credit bureau characteristics of fraud victims before and after fraud activity.
These changes are estimated based on a distributed lag specification with event time dummies. Time 0 denotes the
quarter of fraud alert filing, with negative time being quarters before this event and positive time being quarters after
the event. All quarter dummies prior to quarter —8 are omitted. The dots represent point estimates and bands show
95% confidence intervals. The data include only fraud alert filers in Q1:2008-Q3:2013. The identification comes
from the exogenous timing of fraud activity.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 5. Effect of Fraud on the Share of Consumers with Prime (> 660) Risk Score
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Notes: This figure depicts changes in credit bureau characteristics of fraud victims before and after fraud activity.
These changes are estimated based on a distributed lag specification with event time dummies. Time 0 denotes the
quarter of fraud alert filing, with negative time being quarters before this event and positive time being quarters after
the event. All quarter dummies prior to quarter —8 are omitted. The dots represent point estimates and bands show
95% confidence intervals. The data include only fraud alert filers in Q1:2008-Q3:2013. The identification comes
from the exogenous timing of fraud activity. Risk score is the Equifax Risk Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 6. The Effect of Fraud on Credit Bureau Variables Using Initial Alert Filers as
Controls
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Notes: This figure depicts changes in credit bureau characteristics of fraud victims before and after fraud activity.
These changes are estimated based on a distributed lag specification with event time dummies. Time O denotes the
quarter of fraud alert filing, with negative time being quarters before this event and positive time being quarters after
the event. All quarter dummies prior to quarter —8 are omitted. The dots represent point estimates and bands show
95% confidence intervals. The treatement group includes extended fraud alert filers. The control group consists of
intial fraud alert filers. Risk score is the Equifax Risk Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 7. The Effect of Fraud on Consumers Without Credit Inquiries Compared with
Consumers with Credit Inquiries
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Notes: This figure depicts changes in credit bureau characteristics of fraud victims without credit inquiries at the
time of fraud alert and the two quarters before that relative to credit bureau variables of fraud victims with credit
inquiries in the same period. These changes are estimated based on a distributed lag specification with event time
dummies interacted with the no inquiry/ inquiry indicator. Time 0 denotes the quarter of fraud alert filing, with
negative time being quarters before this event and positive time being quarters after the event. These figures imply
that less attentive consumers who were not shopping for credit before fraud (or who had no new account fraud) have
larger increase in risk score than more attentive consumer (who were shopping for credit). All quarter dummies prior
to quarter —8 are omitted. The dots represent point estimates and bands show 95% confidence intervals. Risk score is
the Equifax Risk Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 8. The Effect of Fraud on Consumers with Subprime Risk Scores Compared with
Consumers with Prime Risk Scores
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Notes: This figure depicts changes in credit bureau characteristics of subrime (less than or equal to 660) and prime
(more than 660) fraud victims as of the time of fraud alert and the two quarters before that. These changes are
estimated based on a distributed lag specification with event time dummies interacted with the subprime/ prime
indicator. Time O denotes the quarter of fraud alert filing, with negative time being quarters before this event and
positive time being quarters after the event. All quarter dummies prior to quarter —8 are omitted. The dots represent
point estimates and bands show 95% confidence intervals. Risk score is the Equifax Risk Score.

Sources: Authors’ calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables
obtained by the Payment Cards Center
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Figure 9. Heterogeneity in the Effect of Fraud on Risk Score, by Percentile
Panel A. Left Tail of the Risk Score Distribution
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Panel C. Right Tail of the Risk Score Distribution
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Notes: Only statistically significant coefficients are shown. Robust standard errors are calculated. Sources: Authors’
calculations using data from FRBNY Consumer Credit Panel/Equifax, augmented with variables obtained by the
Payment Cards Center. Risk score is the Equifax Risk Score.
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Figure 10. Heatmap for the Effect of Fraud on Risk Score Across Time
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Note: Both statistically significant and insignificant coefficients are shown. Sources: Authors’ calculations using
data from FRBNY Consumer Credit Panel/Equifax, augmented with variables obtained by the Payment Cards
Center. Risk score is the Equifax Risk Score.
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