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I met them in the summer of 2022!



They presented to my class in the winter of 2023 !



On Feb. 24, 2022 posted a call for cyber volunteers on social media!
!
Within 24 hours received more than 1000 application!
!
Separated them into groups of 7-10 people and put them on projects !

They have been helping Ukraine with cyber defense!



It worked and lessons are being learned!



Initial lessons!



Main idea!

The traditional approach to cyber defense relies on a 
limited number of critical cybersecurity experts and tools.!
!
But technological and human resources are limited.!
!
And attacks come from too many enemies.!
!
The enemies aim to overwhelm/bypass/take out limited 
resources.!
!
Leaving the rest of the organization defenseless. !
!



Main idea!

The key to successful defense is to build a human firewall.!
!
Using expertise and participation of ALL employees in the 
organization.!
!
Some employees are frontline. The rest are in reserve.!
!
They defend TOGETHER.!
!
Defending with ALL available resources succeeded.!
!
Periodically resources resources need to be synchronized.!
!
Between specialists and non-specialists, public and 
private, domestic and international.!



Building a human firewall!

An integrated dashboard showing all resources.!
!
Tracking current cyber skills status of all employees.!
!
Used for onboarding, scenario testing and drills.!



Synchronization of resources!

Periodic synchronization of resources!
!
Hackathons, drills, updates!
!
So, strategic priorities can be established and tasks distributed !



!
!

“That city is well fortified which has a 
wall of men instead of brick.”!
!
Lycurgus of Sparta!
!


