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SVPCommentary on�
Predatory Lending

byMichael E. Collins

Theeconomic expansion of the 1990s, advances in riskmanagement tech-
niques, and heightened attention toCRAresulting frommega-mergers all

contributed to the significant growth in lending to low- andmoderate-income
borrowers in the 1990s. In addition, lenders began to realize that loans tomar-
ginallyqualifiedpeoplecouldbeveryprofitable ifahighenoughratewerecharged
to cover the risks.Asignificant portion of this lending appears to be in the so-
called subprime lendingmarket. This type of lending allowedmany low- and
moderate-income borrowers to attain the dream of home ownership, which
theymay not have been able to achieve had they been subject to conventional
lending terms.Unfortunately, a portion of this lendingmay also be considered
�predatory.�

PredatoryLending vs. SubprimeLending
Predatory lending, a phrase that inflames passions among legislators,

regulators, lenders, and theborrowingpublic, is receiving increasingattention in
thenewmillennium.However,predatory lending isdifficult todefineandpreda-
tory loans are difficult to identify because they carrymanyof the same charac-
teristics as suitable loans. The June 20, 2000 joint paper released by the De-
partment ofTreasury (�Treasury�) and theDepartment ofHousing andUrban
Development (�HUD�) described a predatory lending situation as onewhere:

�the party that initiates the loanoften providesmisinformation,ma-
nipulates the borrower through aggressive sales tactics, and/or takes
advantageof theborrower�s lackof informationabout the loan terms
and their consequences. The results are onerous terms and condi-
tions that the borrower often cannot repay��

Thisdefinitionofpredatorylendingfocuseson�information�and�knowl-
edge,� twoof thedistinguishingelementsbetween subprime lendingandpreda-
tory lending.Subprime lendinggenerally refers to lending toborrowerswhodo
not qualify for �prime� rates, hence the term�subprime.�Theseborrowersmay
havenocredit histories, blemishedcredit histories, orhigherdebt levels,making
them riskier than prime borrowers. Subprime lenders increase informed bor-
rowers�access to credit, and price loans according to the risk of the borrower.
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Introducing Integrated
Information Technology Supervision

by Cynthia L. Course, Senior Financial Specialist

Informationtechnology(IT)hasbecomeanintegralcom-ponent of bank operations, greatly affecting a bank�s
financial condition andoperational performance.Once a
term used to describe only mainframe and back office
operations, IT in banking has expanded to encompass
distributed processing systems and end-user computers.
It has alsomoved from the realmsof transactionprocess-
ing and financial reporting to transaction initiation, tele-
communication, anddecision-making.

SR 98-9, Assessment of Information Technol-
ogy in the Risk-Focused Frameworks for the Super-
vision of Community
Banks and Large Com-
plexBankingOrganiza-
tions,broadlydefines in-
formation technologyas
�abusiness resource that
is the combination of
computers (hardware
and software), telecom-
munications, and infor-
mation.� By this defini-
tion, it is clear that infor-
mation technology af-
fects all of the risks as-
sociatedwithbankingto-
day.Consequently, bankmanagement, auditors, andbank
supervisors are concernedwith ensuring the quality, reli-
ability, and integrity of banks�and third-party providers�
ITsystemsandthe informationgenerated therefrom.Bank
supervisorshavealsorealizedthatexaminerscannolonger
assess information technologyoperations and risks sepa-
rate from theoverall safety and soundness examination.

Outsourcing ITActivities
As technologymoved beyond item processing,

as the pace of IT change accelerated, and as the business
ofbankingbecamemorecomplex,depository institutions
began to look toward third parties to provide IT services.
Today,manybankingorganizationsoutsourceall or apart
of their information and transaction processing services.

The reasons cited for outsourcing are varied, but gener-
ally revolve around cost savings, enhanced service, and
lack of in-house expertise. However, while reaping the
benefits of lower costs and improved service, the reduced
control over outsourced activities also exposes the insti-
tution to additional risks.

TheBankServiceCompanyAct permits the fed-
eral banking agencies to examine �service providers,�
those entities that provide informationor transactionpro-
cessing services to insured depository institutions.How-
ever, this examination authority in noway relieves a de-

pository institutionof its
responsibilitytomaintain
appropriate oversight of
its vendors and service
providers.

TheFederalRe-
serve has developed ex-
aminationprocedures to
assess an institution�s
controlsoveroutsourced
activities at service pro-
viders. Guidance on
these procedures can be
found in SR 00-4,

Outsourcing of Information and Transaction Process-
ing, and in section 4060 of the Federal Reserve�sCom-
mercial Bank Examination Manual.1 As noted in SR
00-4, the Federal Reserve expects institutions to ensure
that controls overoutsourced informationand transaction
processingactivities are equivalent to those thatwouldbe
implementedif theactivitywereconductedinternally.Bank

1 See SR 00-4, Outsourcing of Information and Trans-
action Processing, at <www.federalreserve.gov/boarddocs/
SRLETTERS/2000/SR0004.HTM>andCommercialBankExami-
nation Manual at <www.federalreserve.gov/boarddocs/
supmanual/default.htm#cbem>. See also theFFIEC Information
Systems Examination Handbook,which is available for order or
download at <www.ffiec.gov/handbook.htm>.

Controls over outsourced
information and activities
should be equivalent to those
implemented for internal
information and activities.



ThirdQuarter 2000 SRCInsights 3

management and theBoardmust understand the risks in-
herent in the use of service providers for core processing
functions, and the risks associatedwith selection of the
chosen serviceprovider inparticular.Consequently, bank
management must conduct a risk assessment of the IT
activities it proposes to outsource, andmust conduct suf-
ficientduediligencetosatisfyitselfof theserviceprovider�s
competence and stability, both financially andoperation-
ally.As highlighted in the boxbelow, SR00-4 delineates
eightareas thatadepository institutionmustconsiderwhen
overseeing adomestic service provider.Outsourcing to a
service provider located outside the United States pre-
sents additional risks thatmust be considered, including
adequate oversight and compliance and information ac-
cess.

IT Rating Systems
InApril 1999, the FFIECadopted a revisedUni-

formRating System for Infor-
mationTechnology (URSIT).2
The revised URSIT replaced
the InformationSystems rating
systemusedbyexaminerssince
1978, and reflected the chang-
ingnatureof technologyandthe
shift in supervisoryapproaches
from primarily transaction-
based supervision to risk-fo-
cused supervision.

Today, examiners use
URSIT to assess the informa-
tion technology risks at finan-
cial institutionsandservicepro-
viders. TheURSIT rating is basedon a risk evaluation of
four components�Audit,Management, Development
andAcquisition, and Support andDelivery. Consistent
with risk-focused supervision, in assessing each compo-
nent examiners focus on the quality of riskmanagement
processes to identify,measure,monitor, and control in-
formation technology risks.Theoverall assessmentof in-
formation technology risk, the compositeURSIT rating,
is used to identify those banks and service providers that

warrant special supervisory attention. Historically, the
URSIT rating has also been factored into theManage-
ment component inCAMELS.

IntegratedExaminations
Even as the revised URSIT rating system was

beingdeveloped, the federal bank regulatorswerework-
ingon integrating the safetyandsoundness and ITexami-
nation functions.To facilitate this integration, one of the
modifications to theURSIT rating systemaligned the rat-
ing definitions to bring them in linewith theUniformFi-
nancial InstitutionRatingSystem(UFIRS),orCAMELS,
definitions.

Completing its integration initiative just after the
Y2Krollover, theFederalReserveSystem issuedSR00-
3, Information Technology Examination Frequency,
on February 29, 2000.3 SR 00-3 eliminated the separate

examination frequencyguide-
linesforinformationtechnology
examinations,andrequiredthat
allsafetyandsoundnessexami-
nations conductedby theFed-
eral Reserve System include
an assessment and evaluation
ofinformationtechnologyrisks
and riskmanagement.This as-
sessment must be conducted
whether the information tech-
nologyactivitiesareconducted
in-house or are outsourced.

All institutions,whether
conducting IT activities in-

houseoroutsourcing,will experiencesomechanges.First,
the ITexaminationcyclewillnowcoincidewith thesafety
and soundness examination. The first day letter for the
integrated information technology and safety and sound-
nessexaminationwill include IT-relatedquestions, allow-
ing examiners to determine the required IT examination
scope before going on-site.At the conclusion of the inte-
grated examination, examinerswill issue one report, as-

2 See SR 99-8, Uniform Rating System for Information
Technology, at <www.federalreserve.gov/boarddocs/
SRLETTERS/1999/SR9908.HTM>.

3 See SR 00-3, Information Technology Examination
Frequency, at <www.federalreserve.gov/boarddocs/SRLETTERS/
2000/SR0003.HTM>.

Considerations in
Outsourcing Arrangements

� Risk assessment
� Selection of service provider
� Contracts
� Policies, procedures, and controls
� Ongoingmonitoring
� Informationaccess
� Audit
� Contingencyplans

continued on page 10
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Reducing the Burden:
New CRA and Compliance Examination

Frequency for Small Banks
by Connie Wallgren, Team Manager

Examination Frequency for Banks < $250million inAssets

CRA Rating ComplianceRating
1 or 2 3, 4, or 5

Outstanding 60month joint exam 60monthCRA / 12monthCompliance
Satisfactory 48month joint exam 48monthCRA / 12monthCompliance
Needs to Improve 12month joint exam
SubstantialNoncompliance 12month joint exam

TheGramm-Leach-BlileyAct (the �Act�) changed the
frequency ofCommunityReinvestmentAct (CRA)

examinations for bankswith assets of less than $250mil-
lion that have either a Satisfactory orOutstandingCRA
rating by placing the frequency at four and five years, re-
spectively. In thepast, examiners conductedCRAexami-
nationssimultaneouslywithcomplianceexaminations,and
the Federal Reserve frequency guidelinesmandated an
intervalbetweencomplianceexaminationsofnomore than
three years. Consequently, the Board of Governors (the
�Board�) needed to reevaluate the System�s existing ex-
amination frequencyschedule.

On July 28, 2000, the Board adopted a revised
CRAandConsumerComplianceExaminationFrequency
Policy forbankswithassetsof less than$250million,plac-
ingbothexaminationson the samefrequencyschedule for
most banks.Also included as part of the revised policy
are new�Small BankMonitoring Procedures.� Examin-
erswill use these procedures duringmonitoring activities
at themidpoint of the interval betweencombined full risk-
focused compliance and CRA examinations. The new
policy iseffective immediately.

ExaminationFrequency for Small Banks
Thenew frequencyguidelines are based on three

factors�the size of the bank, the bank�sCRArating, and
the bank�s compliance rating.Consumer compliance and
CRAexaminations for a bankwith less than$250million

in assets, with a Satisfactory CRA rating, and with a
compliance rating of either 1 or 2will be conducted ev-
ery 48months. The consumer compliance andCRAex-
aminations for a bankwith less than $250million in as-
sets, with anOutstandingCRA rating, andwith a com-
pliance rating of either 1 or 2will be conducted every 60
months.

If a small bankhas aSatisfactory orOutstanding
CRArating, but has a compliance rating of 3, 4, or 5, the
frequencyof the consumer compliance examinationwill
not beextended.Consumercomplianceexaminations for
these institutionswill continue to be conducted at a 12-
month interval, in accordancewith presentBoardpolicy.
However, the frequencyof theCRAexaminationwill be
extended, to 48months for a small bankwith a Satisfac-
toryCRA rating and to 60months for a small bankwith
anOutstandingCRA rating.

The tablebelowsummarizes theprovisionsof the
Actand thenewexamination frequencyguidelines. It also
clarifies the examination frequency for those small banks
that are not eligible for the extendedCRAexamination
frequency due to a less-than-satisfactoryCRA rating.

When Does a Small Bank Become a Large Bank?
Examiners will continue to conduct CRA and

compliance examinations of bankswith assets of $250
millionormore according topresentBoardpolicy, every
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24months.Consequently, a small bankwill understand-
ably be concernedwith when it will be deemed a large
bank.

Statememberbankswithassetsof less than$250
million onDecember 31, 1999, and new statemember
bankswhose assets are less than$250millionon thedate
ofmembership are subject to the newCRAexamination
frequencyprovisions.Asmall bankwill be deemed tobe
a large bank and no longer subject to the extended ex-
amination frequency once its total assets exceed $250
million for twoconsecutiveyears.Asset sizewillbebased
on data reported on the bank�s December 31 Report of
Condition and Income (Call Report).

Small BankMonitoring Procedures
The Federal Reserve System has developed a

formalmonitoringprocess to supplement thenewexami-
nationfrequencyscheduleforsmallbanks.Examinerswill
perform formalmonitoring activities at themidpoint of
the examination cycle (24months for bankswith Satis-
factoryCRAratings and 30months for bankswithOut-
standingCRAratings). Thesemonitoring activitieswill
focus on the regulations that examiners normally review
during a consumer compliance examination, including
those related to fair lending. The objective of themoni-
toringprogramis twofold:

� to evaluate the operational, structural, and envi-
ronmental changes between examinations that
could affect a bank�s overall compliance risk as-
sessment or compliance rating; and

� todeterminewhether at least a satisfactory com-
pliance rating can continue to be justified at the

time of themonitoring event, orwhether amore
in-depth review or a full risk-focused consumer
compliance examination shouldbe conducted.

Information available at the Reserve Bankwill
support thebasicmonitoringactivity.This informationmay
be supplemented by telephone interviews, and perhaps
the use of a customized questionnaire developed specifi-
cally for the institutionunder review. If sufficient informa-
tion cannot be obtained through thesemethods, examin-
erswill conduct an onsite visitation tomake an accurate
assessment of the bank�s compliance posture.

If at the conclusion of themonitoring event the
examiner determines that the institutionhasmaintained a
satisfactory compliance posture, the ReserveBankwill
send a letter to seniormanagement of the bank indicating
the same. If theReserveBank determines that themoni-
toringactivities, includingtheon-sitevisitation,cannotsup-
port a conclusion that the bank�s compliance posture re-
mains consistent with at least a satisfactory compliance
rating, examinerswill complete a full risk-focused con-
sumer compliance examination, and a new compliance
ratingwill be assigned.

Questions?
If you have any questions about the new exami-

nation frequency schedule for small banks, orwould like
additional information on this program, please contact
ReedRaymond,AssistantVicePresident,ConsumerCom-
pliance/CRA Examinations Unit at (215) 574-6483
(reed.raymond@phil.frb.org), orConnieWallgren,Team
Manager at (215) 574-6217 (connie.wallgren
@phil.frb.org).

Do you have questions on Consumer Compliance and CRA issues?

Perhaps SRC Insights can resolve your quandary. ConsumerCompliance andCRAstaff have addressed
the following topics in prior editions of SRC Insights:

Compliance ImplicationsofElectronicDeliverySystems:Guidance isComing Q2 2000
UsingSelf-Evaluations toStreamline theFairLendingExamination Q1 2000
Ready or Not, New PMI RulesAre Here Q4 1999
WhoNeedsAssessmentAreas,Anyway? Q3 1999
Federal ReserveAdoptsNew Interagency Fair Lending Procedures Q1 1999
MaintainingSoundCompliancePrograms in anEraofElectronicDelivery Q3 1998
Flood Insurance Q4 1997
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Asthe Internet becomesmore prominent, a growing
numberofdepository institutions isoffering Internet

banking services.According to a study byOnlineBank-
ingReport (Table1), thenumberofbanksofferingInternet
banking increased exponentially in the past five years. In
particular, thegrowth in electronicbankingaccelerated in
2000 as resources dedicated toY2Kwere redirected to
e-commerce initiatives. Internetbanking isnot just for the
larger banks.AGrant Thornton survey of community
banks revealed that 17 percent of the respondents al-
ready offer online banking, and another 47 percent plan
to offer it by the end of 2000.

As thenumber of banksoffering
Internet banking increases, so does the
number of households taking advantage
of this newdistributionchannel.As illus-
trated in Table 2, several industry ana-
lysts agree that use of Internet banking
by householdswill continue to growex-
ponentially. IDCnowprojects thatwithin
four years, 22.8million householdswill
bankonline.

RegulatoryGuidance Takes
VariousForms

In response to the rapid growth
and increased risks associated with
Internetbanking, theFederalReservehas
periodically issuedguidanceover thepast
several years. This guidance has taken
various forms, and has included formal
SR Letters, articles in prior editions of
SRC Insights, and the recent series of
Internet Banking Conferences held
throughout theThirdDistrict.Continuing
thispattern, this articleprovidesguidance
to the industry onwhatmaybe expected
when the Federal Reserve examines an
Internetbankingoperationatastatemem-
ber bank.

The overarching objective of examinations of
Internetbankingactivities is to (1)determine theadequacy
of a bank�s policies, procedures and internal controls, in-
cluding audit coverage, related to Internet banking and
(2) ensure that Internet banking risks are identified, con-
trolled andmonitoredonanongoingbasis.The reviewof
Internet banking operations is not a separate examina-
tion, but is conducted as part of the full scope safety and
soundness examinationof thebankingorganization.

As onewould expect, the examiners� review of
Internetbankingwill increasewith the levelofcomplexity
of the systemsand services offered.For example, a trans-

Internet Banking Examinations:
Practical Guidelines

by Saba Tesfaye, Senior Examiner

Table 1

May 1995 May 2000
Financial Institutionswithwebbanking 1 3,000
Financial Institutionswithwebsites 50 10,000
Webbanking users 5,000 7million
Total online bankingusers (US) 300,000 11million
Total online bankweb traffic (US) 100,000 18.8million
Monthly credit apps submitted viaweb (US) 0 10,000

Source: Online Banking Report, June 16, 2000

Table 2
Projections for Household Banking Online (Millions)

1999 2000
EMarketer 5.4 8.8
Piper Jaffray 6.1 9.5
JupiterCommunications 9.1 12.0
Dataquest 10.5 14.0
IDC 10.2 15.6
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actional system,which permits the user to transfer funds
between accounts, pay bills, and conduct other similar
activities,will be subject to amore thoroughexamination
review than an information-only system that allows the
user to view informationbut that provides no account in-
quiry capability. However, since examinations are now
risk-focused, the level and depth of the review depends
onmany factors, such as the level of Internet activity, the
degree of outsourcing, and the significance of Internet
banking activity to the bank.

Dissecting the Internet Banking
ExaminationProcess

Currently, the Internet banking examinationpro-
cess is divided into six areas�(1) PreliminaryReview;
(2)Policies,Procedures,andRiskLimits; (3) InternalCon-
trols and Security; (4)Audit/Independent Review; (5)
Vendors andOutsourcing; and (6)BoardOversight.Each
of these areas could be the subject of an entire article.
However, the followingsummaryshouldprovidea flavor
of the elements that the examinerswill considerwhen re-
viewingan Internet bankingoperation.

PreliminaryReview.Before beginning the re-
view, the examinerwill gather enough information tode-
termine the scope of the examination and the resources
required to conduct the review.The examinerwill focus
on the bank�s current and planned Internet banking ac-
tivities, thebank�s involvement in technologydevelopment
andsupport, thesignificanceof thebank�selectronicbank-
ing activities, the level of board oversight, and the ad-
equacy of the riskmanagement process.

Policies, Procedures andRiskLimits.The ex-
aminerwill review the bank�s policies and procedures to
determine if they address the risks associatedwith elec-
tronic banking, and are appropriate relative to the size of
the bank and the nature and scope of its operations. Poli-
cies and procedures should, at theminimum, address is-
sues related to themonitoringof third-partyvendors, cus-
tomer complaints, contingencyplanning in the event of a
disruption, customer education, security, ongoing review
of theweb site, disclosures, and verification of customer
identity.

InternalControls andSecurity. Securitymea-
sures and internal controls are crucial elements in an
Internet banking strategy.While the Internet invitesbroad

opportunities to conduct business through theofferingof
products and services, its vast geographic realmandopen
architecture posematerial security risks. Security con-
cerns arise fromunauthorized access, computer viruses,
employee sabotage, loss of transaction information, and
difficulties in identifyingcustomers.

As part of this reviewarea, the examinerwill en-
sure that the following are addressed:

� Securityevaluation, testing to reviewcontent, and
stress testing to ensure system reliability and ca-
pacityprior to launching the Internetbankingsys-
tem;

� Management reviewsof each electronic applica-
tion for accuracy, confidentiality and integrity of
data, systemcapacityandreliability,andadequacy
of virus prevention tools and back-up systems;

� Procedures tomonitor vendor systems for vul-
nerabilities, and implementationof relatedsystem
patches or upgrades, as appropriate;

� Passwordadministrationandeffectivecontrols to
ensure that only authorized employees have ac-
cess to sensitive information andapplications;

� Effective firewalls; and

� Adequate disaster recovery plans.

Audit/IndependentReview.The scope of both
the bank�s internal and external audit programs should
include Internet banking. Consequently, examinerswill
evaluate theadequacy, effectiveness, andefficiencyof the
audit coverageof Internet banking systems.For example,
examinerswill evaluate the audit department�s involve-
mentinthedevelopmentandimplementationoftheInternet
banking system, and its involvement in ongoingpenetra-
tion testing and intrusion detection. Examinerswill also
determinewhether theaudit staffhas theappropriate skills
to audit Internet banking operations. When a bank
outsources its internal audit of Internet bankingactivities,
examiners will evaluate whether the scope of the
outsourced audit is adequate.

continued on page 11
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Predatory lenders, however, take advantage of
uninformedconsumers.Typically,predatory lendingprac-
tices involve fraud; harmful sales practices; and/or abu-
sive or deceptive terms and conditions, including exces-
sive fees and interest rates, hidden or undisclosed costs,
unnecessary insurance, anddeceptiveuseofballoonpay-
ments.However,notall loansexhibiting�unusual�orhigh-
cost terms or conditions are predatory loans. Because
predatory lending typically involves anuninformedcon-
sumer, each loan must be considered in the context in
which itwasmade.

For example, not all loans that have high interest
rates or fees, credit insurance, or balloon payments are
predatory loans.Most of the time, these practices allow
borrowers access to funds thatmayotherwisebeunavail-
able.Consider the following:

� Allowing lenders tochargehigh interest ratesmay
bedesirable inmatching relatively riskyborrow-
ers with appropriate lenders. Predatory lending
occurswhen the higher-than-prevailing interest
rates are unrelated to the credit risk of the bor-
rower.

� Credit insurancecan serveavalidpurpose.Mort-
gage credit insurancemay improve credit avail-
ability to borrowerswho cannotmeet themini-
mumdownpaymentrequirementsforconventional
loans.Mortgage life insurancemay also serve a
valuable purpose to protect the home of a single
wageearner family.However, an implication that
singlepremiumcredit insurance is required,when
in fact it isnot requiredand isnonrefundable,may
be indicative of predatory lending.

� Balloonpayments,whenusedappropriately,may
make it possible for younghomeownerswith in-
creasingearningspotential tobuy their firsthouse,
and match payments with their rising income
stream. Balloon payments, when used inappro-
priately,may force a low-income or retired bor-
rower to refinance a loan at even higher costs,
continuing thecycleofhigh-cost refinancings.

Apart fromoutright fraudandharmful salesprac-
tices,predatory lending involves theabuseof lendingprac-
tices, such as risk-based pricing, credit insurance, and
balloonpayments,whicharegenerallydesirable. For this
reason, regulators and legislators are reluctant to outlaw
practices that are effectivemost of the time.

1998 Joint Report of the Board andHUD
In July 1998, theBoardofGovernors of theFed-

eral Reserve System (the �Board�) and HUD issued a
joint report toCongress that included a detailed analysis
of the problemof abusive practices inmortgage lending.
The Board andHUD recommended amultifaceted ap-
proach thatwould curbpredatory lendingpracticeswith-
outunduly interferingwith the flowofcredit, creatingun-
necessary creditor burden, or narrowing consumers� op-
tions in legitimate transactions. The recommended ap-
proach included amix of legislative action, stronger en-
forcement of current laws, and nonregulatory strategies
such as community outreach and consumer education.
However, this report generally focused on reformof the
Truth inLendingAct and theRealEstateSettlementPro-
ceduresAct. Recent initiatives have becomemore far-
reaching.

Current Initiatives
Predatory lending takes advantage of a group of

consumerswho can least afford it�those living in low-
income communities. Consequently, a wide range of
groups is concerned about identifying and preventing
predatory lending. It is not possible to list all of the initia-
tives here.However, the following summarizes someof
themorevisible initiativescurrentlyunderway.

InteragencyTaskForce onPredatoryLend-
ing. In the fall of 1999, the Board of Governors of the
Federal Reserve System convened a nine-agency Inter-
agency Task Force on Predatory Lending.1 The aim of

SVPCommentary on�
Predatory Lending

continued from page 1

1 Participants include five agencies that regulate de-
pository institutions (the Federal Reserve, the OCC, the FDIC,
the OTS, and the NCUA), two that regulate housing (HUD and
the Office of Federal Housing Enterprise Oversight), and two
that regulate or prosecute deceptive trade practices (the Depart-
ment of Justice and the Federal Trade Commission).
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this group is to tighten enforcement of existing standards,
to identify predatory practices that might be limited by
tightened regulationsor legislative changes, and to estab-
lish a coordinated attack on predatory practices.

National Task Force on Predatory Lending.
AHUD-Treasury Task Force, the National Task Force
on Predatory Lending, was formed in March 2000 to
collect informationabout predatory lending, providedata
on the impacts of predatory practices, andmake recom-
mendations for legislative action toCongress.TheHUD-
Treasury Task Force held public hearings inApril and
May, and issued its report to Congress in June 2000.

FNMAGuidelines. InApril 2000, FNMAes-
tablished anti-predatory lending policies for the loans it
purchases from lenders. In part, these policies address
predatory practices such as �steering� customers toward
more expensive and inappropriate loans, given their fi-
nancialposition;chargingexcessive fees;offeringprepaid
single premiumcredit life insurance; and assessing pre-
payment penalties. FNMAwill not purchase loans from
lenders that do not adhere to these policies, thereby re-
ducingtheliquidityandpotentiallythevolumeofthepreda-
tory lendingmarket.

Hearings on the Home Ownership and Eq-
uity ProtectionAct of 1994 (HOEPA). InAugust and
September 2000, theBoard ofGovernors of the Federal
Reserve System (the �Board�) held four public hearings
onpredatory lendingpractices in thehomeequity lending
market. During these hearings, the Board invited com-
ment onwhat approaches itmight consider in exercising
its regulatory authority under HOEPA.The Board also
solicitedwritten comment on approaches to dealingwith
predatorylendingpractices.TheBoardwillgivefullweight
to the oral andwritten comments as it reviews its regula-
tory authority underHOEPAand theBoard�sRegulation
Z,�Truth inLending.�

CongressionalAction. In addition to these regu-
latory studies, policies, and guidelines, Congress is con-
sidering legislative action to eliminate predatory lending
practices. Congress is currently considering at least four
bills related to predatory lending, two introduced in the
HouseofRepresentatives and two introduced in theSen-
ate. The House bills�H.R.3901 �TheAnti-Predatory
LendingAct of 2000� andH.R. 4250 �Predatory Lend-
ing Consumer ProtectionAct of 2000��have been re-

ferred to the Committee onBanking and Financial Ser-
vices. The two Senate bills�S.2405 �Predatory Lend-
ing Deterrence Act� and S.2415 �Predatory Lending
ConsumerProtectionAct of 2000��have been referred
to the Committee onBanking, Housing, andUrbanAf-
fairs.

StateAction.The states have also begun to ad-
dress predatory lending activitieswithin their borders. In
1999, North Carolina adopted the �Predatory Lending
Law,� which became effective July 2000.Many states
areusing this lawasamodel forproposed legislationand/
or regulation. Some states, includingNew Jersey, focus
on enforcing existing state laws that provide consumers
withprotectionagainst somepredatory lendingpractices.

However, state initiativeswith perhaps themost
potential focusoneducating thepublic.When individuals
understand the lending process and their rights and re-
sponsibilities as borrowers, they are less likely to sign
agreements that arenot in their best interests.Somestates,
including Indiana andNewJersey, areworkingwith state
educationdepartments to ensure that basic financial edu-
cation is an integral part of every student�s high school
education. Other states, such asNewYork, areworking
with community groups, and hold outreach programs in
theneighborhoodsmost likely tobevictimizedbypreda-
tory lending.

Banks andPredatoryLending
Nondepository institutions conduct themajority

of subprime lending. In 1998, 239 subprime lenders re-
ported data under the HomeMortgageDisclosureAct,
andonly36of those institutionswere banksor subsidiar-
ies of banks and savings and loans thatwere regulatedby
the federal banking regulators. Furthermore,most anec-
dotal reports and legal cases concerning predatory lend-
inghave involvedsubprime lenders.Considering the level
of oversight by federal banking regulators, and the bank-
ing industry�s low level ofparticipation in subprime lend-
ing, it is unlikely that a bankwould become intentionally
involved inpredatory lending.

To avoid inadvertently becoming involved in
predatory lending, bankersmust perform due diligence
on their third-party partners.Best practicesmay include:

� Spotting predatory practices � Bank staff must
be able to identify potential predatory lending
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practices, recognizing that there is a difference
between acceptable subprime lending practices
and unacceptable predatory lending practices.

� Monitoring third-party partners �Abankmust
monitor brokers, loan originators, and other
sources fromwhich it accepts credit applications.
Itmust lookcarefullyat thepracticesof loanorigi-
nators to ensure that the originator does not con-
done or conduct predatory lending.

� Monitoring subsidiaries and affiliates � Today,
banks have complex business structures, with
subsidiaries andaffiliates that operategeographi-
cally and functionally apart from headquarters.
Manyof these subsidiaries and affiliates operate

Introducing Integrated
Information Technology Supervision

continued from page 3

sessing IT and safety and soundness risks and providing
comment ondeficiencies, if necessary.

An institution that
has in-house information
technology processing or
outsources only a small seg-
ment of its activitieswill ex-
perience few changes in the
examination process. IT ex-
aminerswill continue tocon-
duct the IT assessments of
these institutions, and the
scope of the integrated ex-
aminationswill be sufficient
to allow the examiner to as-
signacompositeURSITrat-
ing. Based on the scope of
the assessment, individual
URSIT component ratings
may be updated at the
examiner�sdiscretion.

An institution that outsources its core processing

functions (see box)may experience some changes in its
examination process. Initially, IT examiners will assist

safety and soundness examin-
ers in performing an assess-
ment of the IT risks as part of
the safety and soundness ex-
amination program, utilizing
section 4060 of theCommer-
cial Bank Examination
Manual. Ultimately, safety
and soundness examinerswill
receive Federal Reserve Sys-
tem training to conduct the IT
risk assessment, andwill con-
sult with IT examiners when
issues are identified. The IT
assessment will focus on the
adequacy of the institution�s
oversight of the service pro-
viders for its core processing
functions. Itwill also includea

reviewofanysignificant in-house ITactivities.Generally,
examinerswill not assignaURSITratingwhenan institu-
tion outsources all or a significant portion of its core pro-

withnonbankingcultures.Banks shouldevaluate
whether credit subsidiaries and affiliates that are
producing high short-termprofits and that resist
scrutiny from the corporate compliance unit are
involved inpredatory lending.

Themisdeedsof a small groupofpredatory lend-
ers will have implications for the banking industry as a
whole.Predatory lending is receivingscrutinyat thehigh-
est levels of federal and state government, andaggressive
enforcementandevennewlegislationmaybe inevitable. I
encourage you to be vigilant in your internal operations
and in your dealingswith third parties and customers to
ensure that your organization does not inadvertently be-
come a predatory lender.

Characteristics of
�Core Processing Functions�

� Applications that processportfolios representing
a significant dollar amount of the institution�s as-
sets

� Applications that process ahighdollar volumeof
transactions

� Functions thatcannotbeperformedmanually,and
where tolerance to interruption is very low and
cost of interruption is veryhigh

� Applications that are vital to the successful con-
tinuanceof aprimarybusiness activity
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Vendors andOutsourcing.Banking organiza-
tionsare increasinglyrelyingonservicesprovidedbyother
entities to support a range of banking operations.While
outsourcing helps banks manage data processing and
personnel costs andprovides resources that arenot avail-
able internally, the reduced operational control over
outsourcedactivities exposes thebank toadditional risks.
On February 29, 2000, the Federal Reserve System re-
leased SRLetter 00-4,Outsourcing of Information and
Transactional Processing, which provides guidance in
managing risks related to outsourced services.1

In conducting this review, the examinerwill de-
termine ifmanagementhascompleted sufficientduedili-
gence before engaging a vendor. The due diligence re-
view should consider the financial strength, reputation,
and viability of the vendor; the vendor�s commitment to
ongoingenhancements and security featuresof theprod-
uct; and the ease of interface between the product and
the bank�s core processing system.

Managementandlegalcounselof thebankshould
review the termsandconditionsof vendor contracts, and
examinerswill evaluate vendor contracts to ensure that
theyclearlydefine theresponsibilitiesofbothparties.Gen-

erally, these contracts should includeprovisions related to
insurance, termination rights, disaster recovery capabili-
ties, data and systemownership and access, performance
clauses, liability fordelayedorerroneous transactions, and
institution access to internal and external audits, among
others. The examinerswill also determine if the bankhas
anappropriatevendoroversightprograminplace tomoni-
tor the vendor�s financial condition and performance on
anongoingbasis.

BoardOversight.Examiners, aswell as custom-
ers and shareholders, expect the Board of Directors to
provide adequate resources to protect the bank against
operational andother risks.Consequently, theBoardplays
acritical role inprovidingeffectiveoversightof theInternet
bankingproduct, fromstart to finish.

Before launchinganInternetbankinginitiative, the
Boardandmanagement shouldchooseaproduct and tech-
nology that is consistentwith the business objectives out-
lined in the bank�s strategic plan.TheBoard should also
considerwhether adequate resourcesareavailable to iden-
tify,monitor, andcontrol risks in the Internetbankingbusi-
ness. Once a web site is operational, the Board should
also approve any significant changes to the bank�s web
site.

During this review, the examinerswill ensure that
the bank has sufficient staff with technical expertise to
operate andmanage its online bankingoperations consis-

1 See SR 00-4,Outsourcing of Information and Trans-
actional Processing, at <www.federalreserve.gov/ boarddocs/
SRLETTERS/2000/SR0004.HTM>.

Internet Banking Examinations:
Practical Guidelines

continued from page 7

cessing functions; however, the assessment of ITactivi-
tieswill be reflected in the components of theCAMELS
rating.Theeffect of the ITassessmentmaynotbe limited
to theManagement rating;dependingon theexamination
findings, the ITassessmentmayaffect financial risks and
other ratings aswell.

The Federal ReserveBank of Philadelphiawill
implement the integrated supervisionprocesses over the

course of 2000 during regularly scheduled safety and
soundnessexaminations.Foradditional informationon in-
tegrated supervision, you can visit any of the referenced
web sites for SR letters and examinationmanuals.You
canalsodiscussyourquestionswithyour institution�scen-
tral point of contact at theFederalReserveBankofPhila-
delphia, orwith the examiner-in-charge of the examina-
tion.Alternately, you can contact JohnV.Mendell,Man-
ager, at 215-574-4139 (john.mendell@phil.frb.org).
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tentwith thecomplexityof the system.Theexaminerwill
also ensure that theBoardofDirectors has approvedeach
of theelectronicbanking services, basedonawrittenplan
that includescost/benefit, risk, and financial impactanaly-
ses.

Conclusion
This article highlights only someof themajor re-

viewareas, and it should not be considered all-inclusive.
Bankers should expect to see additional guidance related
to Internet banking as regulators continue to direct their
efforts to keep abreast of the rapid changes in techno-
logical advancements andprivacy issues in Internetbank-
ing. For additional information on the Federal Reserve
Bank of Philadelphia�s supervision of Internet banking,
please contact SabaTesfaye, Senior Examiner, at (215)
574-3487 (saba.tesfaye@phil.frb.org).
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