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Compliance Implications of
Electronic Delivery Systems: Guidance is Coming

by Eddie L. Valentine, Supervising Examiner

On February 13, 2000, the Federal Reserve System
released draft guidance for examiner use in review-
ing a bank’s electronic delivery systems. In addition to
the written examination guidance, the System developed
atraining web site to aid examiners in assessing a bank’s
website for compliance with consumer protection laws
and regulations. Federal Reserve

The overall examination objective is to ensure that
the consumer protections currently provided under the
regulations for paper-based delivery systems are also ap-
plied to transactions occurring through electronic delivery
systems. Many of the general principles, requirements, and
controls within the current consumer protection regula-
tory environment apply to financial services conducted
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The written examination and the Equal Credit Oppor-

guidance serves as a tool to ensure that examiners con-
sider compliance issues in an electronic environment. The
draft guidance is divided into four functional examination
areas—Advertisements, Lending, Deposits, and Stored
Value Products. The guidance addresses applicable laws
and regulations affecting each of the four functional areas,
providing general information and specific examination ob-
jectives for each law.

tunity Act (Regulation B), among others. Examples of the
advertising provisions in these existing regulations that also
apply to websites appears in the box on page 2.

The same analysis can be applied to two other
functional examination areas—Lending and Deposits.

Lending. Institutions that solicit loan applications
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or provide lending disclosures over the Internet or through
another electronic delivery system must ensure that the
activities conducted are consistent with the regulations.
Where a regulation expressly authorizes electronic com-
munication, institutions may comply with the regulation
via electronic communication of disclosures. Absent ex-
press authority, however, regulatory compliance should
be accomplished through traditional, paper-based meth-
ods.

Seven consumer laws and regulations address
lending and leasing activities by banks:

* Consumer Leasing (Regulation M)

¢ Truth in Lending (Regulation Z)

* Real Estate Settlement Procedures Act (RESPA)
(Regulation X)

* Equal Credit Opportunity Act (Regulation B)

* Home Mortgage Disclosure Act (Regulation C)

* Fair Credit Reporting Act

* Flood Insurance (Regulation H)

Deposits. Institutions that solicit deposits or pro-
vide deposit-related disclosures over the Internet must
do so consistent with existing regulations. Four consumer
laws and regulations address the deposit functions:

¢ Truth in Savings (Regulation DD)
Availability of Funds and Collection of Checks
(Regulation CC)
* Reserve Requirements of Depository Institutions
(Regulation D)
* Electronic Fund Transfers (Regulation E)

Stored Value Products. Electronic stored value
products go by many names, including stored value cards,
smart cards, and electronic cash. Currently, there are no
consumer protection laws or regulations that specifically
address electronic stored value products; therefore, there
are no specific examination guidelines for stored value
products. However, to the extent that a stored value prod-
uct is also a credit card or a debit card, then the appro-
priate lending or deposit regulations would apply.

What will the examiners review
to determine compliance?

The examiners’ review of electronic delivery sys-
tems will encompass those areas that pose the greatest

risk to the bank and its customers. Examiners will assess
the compliance management processes that are designed
to identify, monitor, and manage these risks. In so doing,
examiners will evaluate the degree of board and manage-
ment oversight. The institution’s board and management



Second Quarter 2000

Reprinted From SRC Insights

should recognize the conse-
quences associated with
noncompliance, and devote
sufficient resources to en-
sure that the compliance
program covers electronic
banking systems. Manage-
ment is also responsible for
instilling a compliance cul-
ture throughout the organi-
zation, including the admin-
istration of electronic bank-
ing systems.

Examiners will also
determine the compliance
officer’s involvement in the
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o Free Checking

Open with a deposit of $10.00

First order of personalized checks at no cost

ATM card at no cost

Checles are held in zafe keeping and available at ne cost for 90 days
{(51.00 per item retrieval charge after 90 days)

M NOW Account

Earn interest when vour balance exceeds $500.00
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Interest iz compounded monthly and paid monthly

Open with a deposit of $100.00

First order of personalized checks at no cost

ATM card at no cost

Checlz are held in safe keeping and available at no cost for 20 days

development, implementa-
tion, and review of disclo-
sures for the bank’s elec-
tronic delivery systems. The
compliance officer’s partici-
pation in all aspects of
website development is
critical to ensure compliance
with the myriad of laws and
regulations.

Finally, examiners will assess the institution’s poli-
cies, procedures, training, audits, and internal controls to
ensure compliance with all the provisions of the regula-
tions in an electronic environment.

Examiners will base the scope of their review on
the degree of complexity of the institution’s electronic de-
livery systems and the effectiveness of the compliance
management program. For example, a complex website
in a large bank with inadequate management oversight
will require a broad examination scope. On the other hand,
an examiner may determine that a less complex website
at a small bank with adequate management controls will
require less regulatory review.

Training Web Site (The Checkers Bank)

The second section of the draft guidance consists
of a training web site. The Checkers Bank is an online,
simulated bank with a variety of compliance violations.
The content on The Checkers Bank web pages simulates

{51.00 per item retrieval charge after 90 days)

o Super NOW Account

Earn interest when your balance exceeds $2,500.00
Earmings tied to 1. 5. Treasury securities

Interest is comnpounded monthly and paid monthly
Open with a deposit of $1,000.00

Personalized checks at no cost

AT card at no cost

Checks are held in safe keeping and available at no cost

Rates Terms & conditions

Compliance Violations at The Checkers Bank

Violation: This page promotes deposit products, but
lacks the official FDIC membership statement (Part
328).

Corrective action: Add membership statement to
all pages that promote deposit accounts.

The term “free” is used to describe a checking ac-
count that requires $1.00 per item retrieval charge.

Corrective action: Discontinue use of the term “free,”
or eliminate fee.

data that examiners will encounter during an examination,
and provides tutorial guidance assisting the examiners with
their review.

The Checkers Bank is currently not available to
the public. However, the Federal Reserve System plans
to make this website publicly available in the near future.
Above is an illustrative screen from The Checkers Bank,
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which may contain violations of existing regulations. Test
your compliance knowledge and see if you can find the
violations.

Conclusion

The rapid pace of change in electronic banking
presents potential risks to banks and consumers alike.
Therefore, it is important that senior bank management
and compliance professionals implement effective inter-
nal policies and compliance risk management procedures
for the electronic delivery of deposits and loans. Although
legislators and bank supervisors wrote the current regu-

lations for a paper-based banking system, they still apply
in the electronic world. Consequently, although the draft
procedures have not been released publicly, I encourage
you to carefully review your institution’s website to en-
sure that it complies with both the letter and the spirit of
the existing laws and regulations.

Ifyou have any questions regarding compliance
and electronic banking, please contact Connie Wallgren,
Consumer Compliance Examinations Manager at (215)
574-6217 or Supervising Examiner Eddie L. Valentine at
(215) 574-3436.



