The Changing Nature of the
Payments System: Should
New Players Mean New Rules?

D uring the past 25 years a multitude of ma-
vens have written the obituary of the paper check,
predicting that by the time the new millennium
arrived everyone would be paying bills electroni-
cally. But the demise of the paper check has been
greatly exaggerated—checks are still avery im-
portant means of payment in the U.S. Indeed,
according to the Bank for International Settle-
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ments, 66 billion checks were written in the U.S.
in 1997.! Check volume over the preceding five
years had been rising between 2 and 3 percenta
year, albeit the share of transactions made via
check fell slightly.

Similarly, it seems you cannot pick up a news-
paper or turn on the TV without hearing that
electronic forms of banking and finance, includ-

The data reported in this article were those available
as of January 11, 2000. Unlike many government statis-
tics, much of the data on payments is not systematically
collected by government agencies. These data come from
both private-sector sources and government sources, of-
ten rely on surveys, and are subject to more error than
other government-collected statistics.
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ing Internet and PC banking and electronic bill-
paying, are taking over the financial services in-
dustry. But will electronic means of payments
become dominant, and if so, how soon? This
article discusses some of the recent developments
in electronic payments in the U.S. and what the
future may hold.

The payments system refers to the parties that
make or receive payments and the means by
which monetary value is transferred between
these parties. In 1997, the U.S. payments system
generated 650 billion payments worth about $22
trillion among businesses, households, and gov-
ernments (see BAI/PSI Global, p. 2). In terms of
the number of transactions, the majority (about
590 billion) were from households to businesses;
in terms of dollar volume, the largest amount
($8.2 trillion) was between businesses. A well-
functioning payments system is crucial to a well-
functioning economy, and to function well, the
payments system needs to be reliable, accurate,
secure, and efficient.

The most popular forms of retail payments in
the U.S. have been currency, coin, and paper
checks.? Electronic forms of payments, like those
made via an automated clearing house, ATM, or
credit card, have become more popular and are
an increasingly important part of the retail pay-
ments system.® For example, between 1992 and
1997, the share of the number of consumer pay-
ments made in cash at the point-of-sale fell mark-
edly, from 79 percent to 53 percent, and the share
paid by check grew by six percentage points to
about 22 percent; the share made by credit cards
showed the largest increase, growing threefold,
to 19 percent* (BAI/Global) (Figure 1). Estimates

%Retail payments refer to payments between an indi-
vidual and another party.

3An automated clearing house (ACH) is an electronic
interbank payments system used for small and recurring
payments, such as direct deposit of payrolls or auto-
matic payment of utility, mortgage, or other bills. The
Federal Reserve System runs the largest ACH network;
there are private systems as well.
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put cash payments at about 27 percent of the
total dollar value of consumer payments made
at the point-of-sale in 1997, while check pay-
ments represented about 40 percent of the dollar
value, and credit cards around 25 percent.> Most
recently, a number of new electronic forms of
payments and components of the payments sys-
tem have been added to the mix, for example,
stored-value cards, smart cards, debit cards, elec-
tronic check truncation, PC banking, and bank-
ing over the Internet.

Traditionally, the payments system in the U.S.
has been built around the banking industry. Itis
estimated that the payments business represents
aboutathird of the banking industry’s revenues,
expense, and profits.® It makes sense that banks

4In 1997, payments made at the point-of-sale repre-
sented 93 percent of all payments, while bill payments
represented 5 percent and government represented 2 per-
cent of all payments (BAI/PSI Global).

°Data on the dollar-value shares were not available,
so | roughly estimated these based on the shares of the
number of transactions and data on the average size of
transactions by payments means, given in Table 1. Since
for checks, the average size of transactions at the point-
of-sale is likely to be less than the average size given in
Table 1, which covers checks written at both the point-of-
sale and also to pay bills, the check payment share at the
point-of-sale is probably less than 40 percent.

8In a recent speech, Federal Reserve Board Vice Chair-
man Roger Ferguson put the payments system share of
banking revenues, expenses, and profits at a third (April
4, 1998), and a study by Lawrence J. Radecki of the New
York Fed estimates that payments services represent two-
fifths of operating revenue of the 25 largest bank holding
companies operating in 1996. Revenue from banks’ pay-
ments services includes demand deposit and other trans-
action account fees, bad check fees, checkbook charges,
certified transaction fees, ATM fees, ACH wire fees, com-
mercial services like lockbox processing and trade fi-
nance, processing of electronic benefits transfers, corre-
spondent processing charges, and cash handling services.

A BAI/PSI Global study (pp. 73-75) estimates that
banks obtain about 24 percent of the total revenues gen-
erated by the payments business, while technology ven-
dors and other third parties (such as credit card pay-
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FIGURE 1

Distribution of the Number of
Point-of-Sale Consumer Payments by Type
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transfers, has been elec-
tronic for some time. What
is relatively new is the elec-
tronic transfer of payments
in the retail market. There

AU 799 are two types of develop-
80% m 1992 ments in today’s retail pay-
01997
70% ~ ments system. Some of the
60% 530 new means of payments
509% are really just extensions of
instruments that have been
40%+ around for decades. For ex-
30% ~ 299 ample, if | buy books over
20% 16% 19% the Internet using my credit
10% 6% 59% card, this is a new way to
. — 05% 1% buy books rather than buy-
’ Cash Check | Credit Debit Other ing them in person at the
Card Card bookstore. However, the

Source: BAI/PSI Global, “Profiting from Change in the U.S. Payments

System,” 1998, Figure 9, p. 18.

would be at the center of the payments system,
since they are experts at assessing and handling
risk, an attribute of any means of payment, and
they are experienced at clearing and settling
transactions. But new nonbank players have
entered the payments arena. Electronic technolo-
gies enable settlement and clearing to be done
by different entities, which are not necessarily
banks. Currently, the Fed plays an important
role in ensuring safety and soundness, efficiency;,
and access to the payments system. Should new
players mean new rules?

INNOVATIONS INELECTRONIC
PAYMENTS

Electronic funds transfer is not new. Whole-
sale banking, involving large-scale payment

ment processors) each obtain almost 38 percent, and the
Federal Reserve System obtains less than 1 percent of
payments services revenues (from check clearing, check
return fees, Fedwire transfer services, and automated
clearing house services).

means of paymentis only a
little different: sending my
credit card information, en-
crypted, over the Internet
versus handing my credit card to the sales clerk
in the store. Types of payments that are really
just extensions of existing payment instruments
include debit cards; electronic check presentment
(in which information on the amount of the check
and the account is sent to the paying bank elec-
tronically); PC banking; electronic benefits trans-
fer, through which the government will pay wel-
fare benefits; and direct deposit through the
ACH."” These instruments use current technolo-
gies and are tied to bank deposits, so bank regu-
lators are tuned in to these instruments.®

"Stephen Franco and Timothy Klein provide an infor-
mative description of PC banking and other electronic
payments methods.

80f course, that’s not to say there aren’t issues that
must be dealt with: for example, how to best oversee the
development of third-party systems that intermediate
information between regulated counterparties; how to
prevent abuse and fraud; and how to handle the very
rapid development of technologies.



BUSINESS REVIEW

Other types of payment instruments are re-
ally new forms of payment. These new formes,
called electronic money or electronic cash, in-
clude stored-value cards, smart cards, and elec-
tronic purses or software-based money.® Under
current regulation, these instruments can be of-
fered by both banks and nonbanks. Electronic
money, or e-money, involves using traditional
money to purchase a claim on a merchant or
vendor, then trading this claim for goods and
services with merchants willing to accept the
claim.® The claims can be stored on cards, called
stored-value cards, using either a magnetic strip,
as on a traditional credit card, or a computer
chip, which turns the stored-value card into a
smart card. Or the claims can be stored on the
customer’s PC, in an electronic purse or wallet,
and used to purchase goods over the Internet or
to pay anyone who has a similar type of account.
E-money was designed for small-value pay-
ments.

Often, an electronic money system is a closed
one in which the issuer of the claim is also the
merchant selling the good. For example, many
subways, telephone companies, and universi-
ties run closed systems, which are similar to the
traditional bank-based payment system. But
there can also be open systems. Cards in open
systems are usable in more locations and for
more types of goods, and such systems could, in
principle, operate independently of banks and
outside the traditional payments system. So long
as merchants were willing to accept the claims
and then were able to use the claims to purchase
the goods and services they themselves wanted,
the claims need not ever be redeemed for cash.

Karsten Schulz provides an informative description
and discussion of electronic money. See also the article
by Felix Stalder and Andrew Clement for an analysis of
the Mondex electronic money system.

0see the U.S. Treasury, “An Introduction to Elec-
tronic Money lIssues,” September 1996, for a nice over-
view of terms and issues.
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FIGURE 2

Consumer Payments, 1990
Dollar Volume of Transactions
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“Other” includes official checks (cashier’s, teller, and certified
checks), food stamps, traveler’s checks, EBT cards, preauthorized
payments, and remote payments (payments made using telephone,
on-line computer, the Internet, or ATMs).
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Consumer Payments, 1997
Dollar Volume of Transactions
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Source: The Nilson Report (www.nilsonreport.com), a newsletter
covering consumer payment systems worldwide, Oxnard,
California, Issue 599, July 1995, and Issue 680, November 1998. Used
with permission.

They would constitute their own payments sys-
tem, separate from the one that exists today.*
Unfortunately and surprisingly, there is no
one official source for data on U.S. payments
transactions.’? But data from several sources
suggest that the adoption of new forms of pay-
ments has been slow to date. Figure 2 and Table
1 present data on consumer payments for 1997
from The Nilson Report (www.nilsonreport.com)
in Oxnard, California, a newsletter covering con-
sumer payment systems worldwide (Issue 680,
November 1998). As shown, although their us-
age grew between 1990 and 1997, stored-value
cards, debit cards, and preauthorized payments
accounted for only 6 percent of the number of
transactions made by consumers in 1997; in
terms of dollar value, they accounted for less than
5 percent. Cash and checks are still the favored
means of payment, followed by credit cards.®®
Of course, even the traditional means of pay-
mentare becoming more electronic, although this

1The Mondex electronic money system allows per-
son-to-person (in addition to person-to-merchant) trans-
fers of electronic money from one smart card to another.

12| thank Bill Conant of Payment Technologies, Inc.,
Kathy Paese of the Federal Reserve Bank of St. Louis,
and Blake Prichard of the Federal Reserve Bank of Phila-
delphia for informing me about several data sources.

13Checks are a relatively important means of pay-
ment in the U.S., Canada, the U.K., and France, but they
are much less important in other countries, including
Germany, Switzerland, and Belgium. According to fig-
ures from the Bank for International Settlements, checks
represented over 73 percent of the total number and over
10 percent of the value of all cashless transactions (both
retail and wholesale) in the U.S. in 1997. Comparable
figures for Canada are 36 percent and 97 percent; for the
U.K, 31 percent and 4 percent; for France, 42 percent and
4 percent; for Germany, 6 percent and 2 percent; for Swit-
zerland, 1 percent and less than 1 percent; and for Bel-
gium, 8 percent and 3 percent (Bank for International
Settlements, 1998). The 1999 study by the Bank for
International Settlements provides an informative over-
view and cross-country comparison of various means of
retail payments.
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TABLE 1
Consumer Payments

1990
Method of Payment Dollar Value % of Total Number of % of Total Average
(Billions) Dollar Transactions Number of Size of
Value (Billions)  Transactions Transaction

1. CashP $ 579.32 19.5% 33.37 44.7% $ 17
2. Personal Checks® $ 1822.05 61.3% 27.99 37.5% $ 65
3. Official Checks® $ 11.15 0.4% 0.09 0.1% $ 124
4. Food Stamps $ 1420 0.5% 0.88 1.2% $ 16
5. Money Orders $ 60.88 2.0% 0.89 1.2% $ 68
6. Traveler’s Checks $ 2184 0.7% 0.41 0.5% $ 53
7. Credit Cards $ 430.96 14.5% 10.37 13.9% $ 42
8. Debit Cards $ 1174 0.4% 0.29 0.4% $ 40
9. Stored-Value Cards $ 0.00 0.0% 0.00 0.0% $ 0
10. EBT Cards® $ 0.01 0.0% <0.01 0.0% $ 20
11. Preauthorzied Payments' $ 17.98 0.6% 0.29 0.4% $ 62
12. Remote Payments? $ 198 0.1% 0.02 0.0% $ 99
13. Total® $2972.10 100.0% 74.59 100.0% $ 40

May not add up to sum of rows because of rounding.

bCash includes cash advances via credit or debit cards and personal checks written for the purpose of obtaining cash.

Personal checks include checks written to cover the receipt of goods and services; checks written to prepay or repay
another form of payment (e.g., to purchase money orders or to pay a credit card bill) are excluded from this category to
avoid duplication.

d0fficial checks are cashier’s, teller, and certified checks.

®EBT cards are electronic benefits cards that replace food stamps at participating merchants.

Preauthorized payments refer to payments that the consumer preauthorizes to be debited from his/her account and
are handled electronically through an automated clearing house.

might not be apparent to the consumer. For ex-
ample, electronic check presentment (ECP) still
accounts for only a small portion of the checks
cleared annually, about 5 percent, but the vol-
umes have been growing. Check conversion (also
called electronic checking) is also being devel-
oped. In this process, the consumer writes a

check to pay a merchant, who then uses a reader
to send the information on the check to an auto-
mated clearing house that transfers the funds.
The paper check is not routed to the paying bank
or cleared.** Conversion is currently being used
for less than 1 percent of checks written at the
point-of-sale (which represent less than one-third

FEDERAL RESERVE BANK OF PHILADELPHIA
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1997
Method of Payment Dollar Value % of Total Number of % of Total Average
(Billions) Dollar Transactions Number of Size of
Value (Billions) Transactions Transaction

1. CashP $ 747.58 17.4% 37.42 40.8% $ 20

2. Personal Checks® $ 2246.31 52.4% 29.67 32.3% $ 76

3. Official Checks? $ 18.85 0.4% 0.12 0.1% $ 157

4. Food Stamps $ 1464 0.3% 0.64 0.7% $ 23

5. Money Orders $  99.01 2.3% 111 1.2% $ 89

6. Traveler’s Checks $ 20.20 0.5% 0.34 0.4% $ 59

7. Credit Cards $ 905.85 21.1% 16.51 18.0% $ 55

8. Debit Cards $ 119.14 2.8% 3.39 3.7% $ 35

9. Stored-Value Cards $ 5.91 0.1% 1.38 1.5% $ 4

10. EBT Cards® $ 4.08 0.1% 0.18 0.2% $ 23
11. Preauthorzied Payments $ 86.55 2.0% 0.83 0.9% $ 104
12. Remote Payments? $ 2087 0.5% 0.21 0.2% $ 99
13. Total®" $ 4289.00 100.0% 91.80 100.0% $ 47

9Remote payments refer to payments made using telephone, on-line computer, the Internet, or ATMs.

"The share of the dollar value of paper payment instruments, rows 1-6, decreased from 84.5% in 1990 to 75.2% in 1996
to 73.4% in 1997. The share of the value of payments made with cards, rows 7-10, increased from 14.8% in 1990 to 22.5%
in 1996 to 24.1% in 1997. The electronic bill payment share, rows 11 and 12, rose from 0.7% in 1990 to 2.3% in 1996 to 2.5%
in 1997.

Source: The Nilson Report (www.nilsonreport.com), a newsletter covering payment systems worldwide, Oxnard, California,
Issue 599, July 1995 and Issue 680, November 1998. Used with permission.

of all checks written). (See the article by Oria While more and more banks are offering some

O’Sullivan.)

Usually the consumer keeps the voided paper check,

but there is currently some debate about whether the
merchant or consumer should keep it. See the article by

Debra Janseen.

form of electronic banking, and more and more
households are beginning to use these electronic
forms, the in-person visit is still the most com-
mon means of interacting with one’s bank, ac-
cording to the 1995 Federal Reserve Survey of
Consumer Finances (SCF). This survey of more
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than 4000 households, designed to represent the
99 million households in the U.S., for the first
time in 1995 contained questions on the use of
electronic banking.®® Over 60 percent of house-
holds have an ATM card (Table 2), indicating
this form of electronic banking is now main-
stream (although only about 25 percent of house-
holds that have a financial institution report this
as their main way of doing business with the

5see the article by Arthur Kennickell, Martha Starr-
McCluer, and Annika Sundé for a description of the sur-
vey. The paper by Arthur Kennickell and Myron Kwast
also uses the survey data to analyze the use of electronic
banking. The 1995 SCF survey data are available on the
web at www.bog.frb.fed.us/pubs/oss/0ss2/95/
scf95home.html.
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institution) (Table 3).1 As shown in Table 3, 75
percent of households say the main way they do
business with at least one of their financial in-
stitutions is in person. The data also show that
the use of various methods of dealing with one’s
financial institution differs by age, income, and
education. For example, very few households,

%The survey indicates that over 93 percent of house-
holds have a relationship with at least one financial insti-
tution. Referring to each financial institution with which
the household does business, the survey asked: “How
do you mainly do business with this institution?” Re-
spondents could list multiple methods, with the main
method listed first. The 25 percent refers to the number
of households that listed ATM first for at least one of
their financial institutions. If we include all the methods
respondents listed, ATM usage rises to 34 percent.

TABLE 2
Percent of U.S. Households That Use Each Instrument?

ATMP Debit Direct Automatic Smart  Any of
Card Deposit Bill Paying Card These
All Households 61.2% 17.6% 46.8% 21.8% 1.2% 76.5%
By Age:
Under 30 years old 71.1% 24.5% 31.1% 17.9% 1.8% 75.2%
Between 30 and 60 years old  67.2% 19.7% 42.9% 24.5% 1.5% 77.4%
Over 60 years old 43.1% 9.6% 63.2% 18.2% 0.3% 75.2%
By Income®:
Low income 36.0% 7.1% 32.7% 9.8% 0.8% 54.5%
Moderate income 60.1% 16.0% 43.1% 17.7% 0.6% 77.0%
Middle income 69.4% 20.3% 48.3% 23.4% 1.3% 83.6%
Upper income 76.6% 25.0% 58.3% 32.0% 1.8% 89.1%
By Education
No college degree 52.8% 14.3% 40.4% 18.2% 0.8% 69.8%
80.1% 25.2% 61.0% 30.1% 2.1% 91.5%

College degree

aThe percentages reported are based on the population-weighted figures. (For further discussion see the
Survey of Consumer Finances codebook at www.bog.frb.fed.us/pubs/oss/0ss2/95/scf95home.html.)

bThe question on ATMs asked whether any member of the household had an ATM card, not whether the
member used it. The other questions asked about usage.

See note on Table 3

Source: 1995 Survey of Consumer Finances, Federal Reserve System.

10

update to table
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about 1.75 percent, say that the computer is the
main way they deal with their financial institu-
tions.'” But youth, high income, and a college
degree are associated with a higher incidence of

If we include households that listed computers as
one of the ways they mainly conduct business with at

Loretta J. Mester

computer banking. In fact, 7 percent of upper
income households where the head of house-
hold is less than 30 years old and has a college

least one of their financial institutions (although not nec-
essarily as the main way), this percentage rises but, at
3.75 percent, is still small.

TABLE 3
Percent of U.S. Households With at Least One

Financial Institution Using Each Method
As the Main Way of Conducting Business With at Least One
Of Their Financial Institutions?

In Person Mail ATM Phone Computer Electronic®

All Households 75.1% 52.2% 24.6% 13.3% 1.7% 37.1%
By Age:

Under 30 years old 64.6% 54.9% 39.2% 8.5% 2.9% 47.7%

Between 30 and 60 years old  75.2% 57.2% 27.7% 14.5% 2.1% 41.3%

Over 60 years old 79.9% 40.2% 11.2% 13.2% 0.4% 23.2%
By Income®:

Low income 73.7% 28.4% 13.7% 4.8% 0.7% 19.3%

Moderate income 76.7% 44.7% 22.8% 9.0% 0.5% 30.4%

Middle income 74.6% 52.4% 27.2% 11.0% 1.9% 40.0%

Upper income 75.5% 69.8% 30.8% 21.5% 2.8% 49.6%
By Education

No college degree 76.9% 45.5% 19.6% 8.9% 1.3% 29.1%

College degree 71.3% 66.0% 35.1% 22.4% 2.6% 53.6%

aReferring to each financial institution with which the household does business, the survey asked: “How do
you mainly do business with this institution?” Respondents could list multiple methods, with the main
method listed first. This table reports on the first method listed for each of the household’s financial institu-
tions. The percentages reported are based on the population-weighted figures. Note, the percentages do not
add up to 100 percent across columns, since households could have more than one financial institution.

bElectronic refers to ATM, phone, payroll deduction and direct deposit, electronic transfer, or computer.

°Low income is defined as less than 50 percent of the median household income; moderate income is 50 to
80 percent of the median; middle income is 80 to 120 percent of the median; and upper income is greater than
120 percent of the median. Median income was $32,264 in 1994, the year to which the survey questions refer.
So, low income is less than $16,132; moderate income is $16,132 to $25,811; middle income is $25,811 to

$38,717; and upper income is over $38,717.

Source: 1995 Survey of Consumer Finances, Federal Reserve System.
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degree report that the main way they deal with
their financial institution is by computer.:®

Certainly, since 1995, when the SCF was con-
ducted and the first Internet banking was offered,
the use of PC banking has increased, but it still
hasn’t taken off. According to the information-
market research firm Dataquest, at the end of
1998, 7 percent of all households did some bank-
ing by PC.%® Dataquest’s March 1999 survey of
16,000 consumers suggests that over 5 percent
of U.S. adults view their account data on line,
3.75 percent transfer funds online, and 2 per-
cent pay bills online (Bank Network News, 1999).
According to a PSI Global survey, small compa-
nies’ use of PC banking has risen over the last
few years from about 1 percent in 1996; but still,
in 1999, fewer than 10 percent of the respon-
dents reported using it.? According to the sur-
vey, about 200,000 small businesses currently
bank online.

One development that makes predictions of
double- or even triple-digit growth of PC bank-
ing more credible now than at any time in the
past is the growth of the Internet. Internet bank-
ing, one form of PC banking, offers customers
24-hour access and the ability to bank from mul-
tiple venues, since proprietary software need not
reside on each machine. According to estimates,
30 to 40 percent of all households access the
Internet now, and this number has been grow-
ing quickly.? According to the Graphics, Visual-
ization, and Usability (GVU) Center’s 1998 sur-
vey, over 90 percent of the Internet users sur-
veyed are making purchases online and about

18t’s important to remember that this group makes
up only 1.5 percent of all households.

¥As reported by Bill Orr, 1999a.

20Reported in Future Banker, May 1999, p. 34. PSI
Global surveyed 900 financial decision-makers designed
to represent about 2.2 million small businesses overall,
including so-called small office and home office busi-
nesses. The survey had a margin of error of plus or
minus two percentage points.
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60 percent are also paying for the items over the
Internet most or all of the time. This indicates
that these buyers have some confidence in the
security of the Net for financial transactions.?

As people have gained confidence, more
banks have begun to offer Internet banking web
sites through which their customers can perform
transactions. One motivation is profit; data from
Fleet Boston Corp suggest that while its average
web-only customer generates less revenue than
its average customer who uses both the web and
branches, the web-only customer is half as costly
to service and, therefore, is amore profitable cus-
tomer (Kutler, 1999b). Interesting findings by
Lorin Hitt and Frances Frei, based on case stud-
ies and customer data from four institutions,
suggest that users of PC banking tend to be more
profitable customers for the bank, but this is due
more to characteristics that existed before they
started using PC banking rather than the fee
structure, cost savings, or possible cross-selling
opportunities that PC banking affords the insti-
tution. In other words, users of PC banking tend
to be high-profit customers regardless of which
method of banking they choose.

A study by staff at the Office of the Comptrol-
ler of the Currency (Egland, Furst, Nolle, and
Robertson, December 1998) estimates that the
number of commercial-bank web sites through
which a customer can move or access funds more
than tripled in 1998; the number continued to
grow in 1999.2 According to the Wall Street Jour-
nal (May 10, 1999), Bank One announced it was
not planning any more major acquisitions but

2LAs reported in Orr (1999a), Dataquest estimates
that 37 percent of households access the Internet. The
brokerage firm Piper Jaffray (in Franco and Klein) puts
the number at about 32 percent in 1998, rising to about
41 percent in 1999.

22The GVU Center is located at Georgia Tech Univer-
sity. The 10th survey was conducted between October
and December 1998. There were 645 respondents to
questions about making purchases on the Internet.
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now planned to concentrate on expanding via
the Internet. InJune, it established the web bank
WingspanBank.com, an institution separate from
Bank One. In August, Citibank unveiled its web
bank and brokerage firm, Citi f/i.* And, of
course, several banks have only aweb presence
and no physical brick-and-mortar presence at
all, for example, NetB@nk.®

Consumers can pay bills electronically even
if they don’t have a PC. The SCF indicates that
in 1995, about 22 percent of households used
automatic bill-paying services, whereby the cus-
tomer preauthorizes a debit from his or her ac-
count for regularly scheduled payments, such
as utility billsand mortgage payments; the trans-
actions are cleared through an automated clear-
ing house facility (Table 2). According to The
Nilson Report data (shown in Table 1), in 1997
these payments represented only 2 percent of
the dollar value of consumer payments, and
when payments authorized by telephone or over
the Internet are included, this percentage rises
only to 2.5 percent (up from 0.7 percent in 1990
and 2.3 percent in 1996). A recentsurvey of 2800
households by PSI Global found that 63 percent
of respondents felt sending payments through

ZWwhile the number of such sites continued to grow in
1999, as of July 31, 1999, still less than 7 percent of
banks and thrifts offered transactional web sites (per-
sonal correspondence from the OCC).

%The entry of these very large banks into the Internet
arena has caused North Fork Bancorp, New York, with
$11 billion in assets, to scale back its plans for a separate
Internet bank (see Senior).

A special problem that web banks have to solve is
how to deliver cash to their customers and how to accept
deposits. Some are allowing customers to access ATMs
without cost. Direct deposit can be used to make some
deposits, but in other cases, deposits have to be mailed
to the bank. So much for the electronic age! (See the
article by Rick Brooks for further discussion of the pros
and cons.) Bank of Montreal, with $144 billion in assets,
punted: it ended its web-only bank, mbanx, in August
1999, and gave mbanx customers access to physical
branches (see Power, 1999).

Loretta J. Mester

the mail was more secure and reliable than send-
ing them electronically; 74 percent felt paper
checks offered more privacy; and 72 percent felt
that paper checks were more convenient (Souccar,
1999b).

Smart cards are another relatively new elec-
tronic payments instrument—at least in the
U.S.—and they have been slow to develop here.
As shown in Table 2, only 1.2 percent of house-
holds report using a smart card, that is, a card
including a computer chip on which financial
information, including value, may be stored.
(Again, the percentages using these cards are
higher for the younger, richer, and more edu-
cated.) This is consistent with reports that trials
of smart cards in various places in the U.S,, in-
cluding New York’s Upper West Side in 1997
and 1998, have not been very successful, as us-
ers have not found the cards more convenient
than cash or credit cards. A trial of a new smart-
card technology in Canada by Bank of Montreal
and the Toronto Dominion Bank in 1997 also
saw extremely low usage of the card.?

About 85 percent of smart cards are deployed
in Europe, while only 1 percent have been is-
sued in North America. According to data cited
in the American Banker, the U.S. was expected to
have 50 million smart cards in 1999, while Eu-
rope had 1 billion.?” Analysts project faster
growth inthe U.S. over the next three years, but
even this would leave U.S. usage at just 10 per-
cent of the total. One reason for the fast adop-
tion abroad and the slow adoption inthe U.S. is
that in the 1970s, when the first patents for smart

%Christopher Plouffe, Mark Vandenbosch, and John
Hulland researched this trial and found that consumer
and merchant participants viewed the smart-card sys-
tem as an additional way for the bank to charge fees,
rather than as a benefit to themselves; they were con-
cerned about security of personal information; and they
found the processing time at the point-of-sale too slow.

2Jeffrey Kutler (1999a) reported on a presentation by

MasterCard Vice President Michael Tempora, who cited
projections from the research firm Datamonitor.
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cards were obtained, telephone lines were rela-
tively scarce and expensive in Europe, which
meant that credit card authorizations were ex-
pensive in Europe and off-line transactions via
asmart card were advantageous. Inthe U.S.,on
the other hand, the credit card took off, since it
was relatively cheaper than the smart card. Visa
and MasterCard are reported to be trying to ex-
pand usage of smart cards in the U.S. and
Canada. Visa is running a 450-card trial with
the federal government’s General Services Ad-
ministration, with the smart cards issued by
Citibank. (See the article by Miriam Souccar,
1999a.) Hibernia National Bank is planning a
smart card trial in the first quarter of 2000; the
cards will be issued to its PC banking customers
so that they can access their accounts remotely
from various locations (Souccar, 1999¢). Mondex
Canada Association ran a trial in Guelph with
some success and plans a further trial in
Sherbrooke, near Quebec. (See the paper by
Joanne DeLaurentiis.)

As with smart cards, electronic money sys-
tems in which customers have an electronic
purse or wallet on their PCs have been slow to
catch on. A three-year U.S. trial of eCash,
DigiCash’s electronic money that uses the
Internet, ended abruptly in September 1998;
DigiCash announced it was filing for Chapter
11 bankruptcy protection in November 1998
(Schulz). First Virtual Holdings has also left the
e-money business. (See the Tim Clark reference.)
Perhaps one reason demand for this type of e-
money has been low is that as better security
software has been developed, people have be-
come more comfortable using their credit cards
to pay for purchases over the Internet. And credit
cards are more convenient, since consumers
aren’ttied to particular computers that hold their
electronic purses to make purchases.

SLOW ADOPTION AT FIRST
MAKES ECONOMIC SENSE

Given all the publicity new payment instru-
ments have received, it might seem surprising
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that the traditional methods are still the most
popular. Computer technologies mean that the
cost of processing an additional transaction us-
ing one of the new instruments is less than the
marginal operating cost of a transaction using
one of the older instruments. For example, ac-
cording to a study by Booz, Allen & Hamilton, a
typical transaction over the Internet costs about
one cent, compared to 27 cents at an ATM, and
$1.07 at ateller window (Orr, 1999b). According
to an Ernst and Young study (as cited in Franco
and Klein), the average cost to the bank of hand-
ling a transaction via the Internet is about 26
cents versus 53 cents at an ATM, and 84 cents
using a telephone call center; an ACH deposit is
estimated to cost about 8 cents (Furst, Lang, and
Nolle, September 1998). Hence, electronic forms
of payment are potentially much more efficient
than paper-based and other traditional meth-
ods of payment.

But this does not mean the older instruments
will be quickly replaced. One reason is that the
new instruments require large expenditures for
computer systems and other fixed costs upfront,
before they can offer low additional costs per
customer served. The fixed costs mean that the
average cost of the new instrument can exceed
the average cost of an older instrument for some
time to come. Indeed, the 623 respondentsina
1998 survey by the Treasury Management Asso-
ciation (a professional association of treasury
and financial management executives in indus-
try, government, and universities) cited the cost
of the technology and the need to integrate it
with existing financial systems as important
barriers to their organizations’ making more use
of electronic payments. These barriers were cited
even more often by those firms that, at the time of
the survey, could not initiate payments electroni-
cally. (See the study by Aaron Phillips.)

Network effects are also at work. Consumers’
acceptance of a new payment instrument de-
pends on how many merchants accept it, and
merchants’ acceptance depends on the expecta-
tion of sufficient customer demand as well as
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the decisions of competing merchants about
whether to adopt the new means of payment.?
And widespread adoption by consumers and
merchants depends on their confidence in the
medium’s safety and soundness.

How fast a payments instrument is adopted
also depends on how the risk, costs, and ben-
efits of the new instrument are distributed
among participants. For example, David Bar-
stow points out that the greater cost efficiency of
the government’s shift to electronic provision of
welfare payments and food stamps (electronic
benefits transfer) has yet to benefit the recipients
of such relief in New York.® This certainly af-
fects how recipients feel about using the new
electronic system compared to the old paper-
based system, although they do not have a choice.
But other consumers do have a choice in their
payments method. The traditional paymentsin-
struments—cash and checks—are convenient
and work quite well from a consumer’s view-
point.*®

Until very recently, consumers have not ex-
plicitly paid for the costs of using checks (for
example, many accounts offered free check-writ-
ing privileges), and they receive the float—the
use of the money between the time the check is
written and the time the person’s account is ac-

21n a 1999 study, Gautam Gowrisankaran and Joanna
Stavins present empirical evidence that network exter-
nalities exist in ACH processing. See also the article by
James McAndrews (1997).

2n their study, Jeanne Hogarth and Kevin O’Donnell
examine the ways in which lower income households use
banking services and the implications of the government’s
move to electronic payment of welfare and benefits.

%According to the BAIZPSI Global study, approxi-
mately 40 percent ($45 million) of total revenue from the
payments business is generated from paper checks. This
revenue comprises bank fees associated with checking
account transactions and services, vendor revenues from
check processing systems and equipment sales, third-
party service revenues, and bill-payment postage. Banks
get nearly half of this (about $21 billion).

Loretta J. Mester

tually debited.® Paying banks also benefit from
float. Consumers implicitly paid for check ser-
vices by receiving lower rates on deposits or pay-
ing higher rates on loans, but the costs were not
apparent. This situation is changing as consum-
ers are paying more explicit fees for banking ser-
vices. Itisstill an unanswered question whether
the discrepancy between what a payor pays to
use a particular instrument (the private cost) and
the total production and processing costs of the
instrument (the social cost) can explain the con-
tinued dominance of paper checks.®

An alternative explanation is that users don’t
necessarily view checks and preauthorized bill
payments cleared through an automated clear-
ing house as close substitutes. Checks give us-
ers more control over when to initiate a payment;
preauthorized payments are automatically deb-
ited or credited to a consumer’s account. Busi-
nesses can easily attach remittance information
to a check; for an ACH transaction they need
special software that allows financial electronic
data interchange (Wells).*® There are fixed costs

310f course, float can also hurt customers when they
are on the receiving end of a payment.

32studies include those by David Humphrey and Allen
Berger; Kirsten Wells; Joanna Stavins; and Jeffrey Lacker.
Using 1987 data, Humphrey and Berger found that the
private cost of a check was less than the social cost of an
ACH payment because of float. This difference encour-
aged the payor to choose to pay by check even though
the social cost of the check was greater than the social
cost of an ACH payment, making the check a less effi-
cient means of payment. But using 1993 data, Wells
found that both the social cost and the private cost to the
payor of making an ACH payment were less than that of
writing a paper check. Based on these estimates, the
domination of checks remains a mystery.

3According to the Treasury Management
Association’s survey, while over two-thirds of the 623
respondents had the ability to make or receive electronic
payments, fewer than 60 percent of these had the ability
to transmit or receive remittance information with the
payment (so-called electronic bill presentment and pay-
ment services).
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involved and also a network externality—each
individual business takes into account only its
private benefit of joining an ACH network, but
the social benefits grow as more and more busi-
nesses join. So the market could be
underproviding electronic payments relative to
checks.

In any case, consumers and businesses have
been slow to adopt many of the new forms of
electronic payment, like smart cards, stored-value
cards, and electronic purses. Furthermore, these
methods have been designed for making mainly
small-value payments and are not likely to rep-
resent large dollar values of liabilities even if or
when fully adopted. For the time being, new
forms of electronic payment do not seem to be a
threat to the safety and soundness of the exist-
ing payments system.* But they still deserve
monitoring. For example, they may expose indi-
viduals and institutions using them to substan-
tial liability through fraud. (See What Are the
Risks?, page 25)

REGULATING NONBANK PROVIDERS
OF NEW FORMS OF PAYMENTS

The Federal Reserve works to ensure the in-
tegrity of the nation’s payments system. By and
large this is accomplished by prudential over-
sight of banks and by requirements imposed on
clearing arrangements that wish to use the Fed-
eral Reserve’s net settlement services. Nonbank

34Moreover, at least in the near term, the new forms of
payment aren’t likely to have a large effect on the con-
duct of monetary policy. If use of these payment meth-
ods were to take off, the measured velocity of money
could be affected, but measures of money have become
less important in the conduct of monetary policy. The
Fed would adjust, as it has adjusted to previous finan-
cial innovations. New forms of payment could eventu-
ally reduce the demand for cash. This would reduce the
government’s income from seignorage, but the reduction
is likely to be inconsequential. Nevertheless, the mon-
etary policy implications of electronic money are worth
contemplating. See Alan S. Blinder’s testimony for a
review of the issues from the Fed’s perspective.
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participation in the payments system is not new
(consider Western Union moneygrams and
American Express traveler’s checks). Butto date,
nonbank participants represent only a small part
of the payments system. Given that the new in-
struments, like smart cards and other forms of
electronic money, are not expected to involve large
sums or represent a large part of total U.S. pay-
ments in the near future, permitting nonbanks
to compete in this market is unlikely to threaten
the dominant position of banks in the payments
arenain the near term.

Nonbanks are subject to some regulation.
Laws in 44 states regulate nonbanks that issue
physical stores of value, for example, traveler’s
checks or money orders. Some require 100 per-
cent reserves, minimum capital levels, licensing,
bonding, and periodic examinations and audits.
The laws might also cover, or be amended to
cover, issuers of electronic money. In addition,
the Federal Reserve has some authority to regu-
late new forms of electronic payments used by
consumers under Regulation E. This regulation
implements the Electronic Funds Transfer Act
and includes provisions to protect consumers
when they use electronic payments. Nonbank
issuers of smart cards and other forms of elec-
tronic money fall under the regulatory purview
of the Federal Reserve with respect to this con-
sumer protection regulation. Other relevant
forms of regulatory authority over electronic
forms of payment are laws that relate to reserve
requirements, deposit insurance, privacy, con-
sumer protection, access, and antitrust.*

Under current U.S. law, stored-value cards, smart
cards, and e-wallets are being viewed as liabilities but
not deposits, thus allowing nonbanks to issue these in-
struments. Whether they will continue to be viewed this
way as they develop and, therefore, whether nonbanks
will continue to be able to offer them is unclear. Also, if
a depository institution issues stored-value cards, it’s
possible the balances on those cards would be treated as
deposits in the future. (Currently, the Fed does not con-
sider these balances to be deposits if the card does not
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Nonbank competitors are not automatically
covered by the federal regulatory system for en-
suring the safety and soundness of the payments
system. Hence, itis still an open question as to
whether the Federal Reserve or any other regu-
lator enjoys adequate authority to protect the
payments system in a world where nonbanks
play amuch larger role in retail clearing arrange-
ments. Although new payments methods
haven’t taken off yet, the adoption rate of new
forms of payment, as with many new technolo-
gies, is likely to be slow at first and then acceler-
ate. Regulators like the Fed need to continue to
track these new forms of payment even if none
seems dominant today.

In terms of how to treat these new types of
payment instruments, at least three regulatory
approaches are possible, each with pros and
cons. One approach would be to allow all types
of firms to issue new forms of payment instru-
ments. Such laissez-faire would encourage in-
novation and allow the market to develop, but
the failure of an issuer might lead to a loss of
confidence in electronic systems from which it
might be difficult to recover. Another approach
would be to allow only banks to issue new pay-
ment instruments like smart cards.®® The bank

access a deposit account.) In other words, there is the
possibility of disparate treatment between bank and non-
bank issuers. This is not unprecedented: traveler’s checks
issued by banks are subject to reserve requirements and
are covered by deposit insurance, but those issued by
nonbanks are not. (Note, however, that many states
require nonbank issuers to hold ample reserves against
the instruments they issue.) In another case, as cited in a
study by the Congressional Budget Office, the FDIC is-
sued an unpublished advisory opinion (Oct. 20, 1995)
that granted passthrough deposit insurance to the cus-
tomers of an institution that issues electronic scrip. This
opinion was based, in part, on the grounds that the is-
suer of the electronic scrip holds the funds as an agent
for the owners of the funds. The marketing literature for
DigiCash’s system of online scrip, on the other hand,
stated that it was equivalent to cash rather than a de-
posit.

Loretta J. Mester

regulatory system already in place could then
be used by regulators to oversee electronic-pay-
ment instruments. But this might limit competi-
tion and stifle innovation. A third approach
would be to allow a variety of different kinds of
firms to issue electronic money but only with
prior regulatory approval. Regulators could then
impose a greater regulatory burden on issuers
and systems that pose greater risk to the pay-
ments system as a whole. Disclosure require-
ments and perhaps restrictions on the portfolios
of electronic-money issuers (similar in spirit, for
example, to those on money market mutual
funds) could be part of this “light-handed” regu-
latory approach.

Which regulatory regime is best depends on
the tradeoff between having a very secure but
perhaps less efficient payments system today
versus allowing for innovation to enhance the
efficiency and security of tomorrow’s payments
system. While heavy regulation might mean a
more secure system today (although this is de-
batable), it would likely stifle any innovation
undertaken by private-sector participants in the
payments system. This could mean a less se-
cure and less efficient system in the future. But
some type of regulatory oversight is desirable.
The success of a new form of payment depends
on its being adopted by large numbers of con-
sumers and merchants, and this adoption de-
pends on consumers and merchants having con-
fidence in the safety and effectiveness of the sys-
tem. Light-handed regulation can foster their
confidence. Even nonbank issuers might find
some regulation useful, since the failure of a large
nonbank provider because of inadequate over-
sight could set back the ultimate adoption of the

%6The European Central Bank recommends that all
issuers of electronic money be subject to prudential su-
pervision, that multi-use smart cards be treated as de-
posits, and that these cards and other forms of electronic
money be issued only by credit institutions (see Euro-
pean Central Bank, August 1998).
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new payment instruments—users of new pay-
ment instruments have long memories. The PC-
banking systems in the 1980s were so slow that
consumers were turned off, and it was very diffi-
cultto getthem to try PC banking again once the
technology improved.*

Another benefit of the light-handed approach
is that it recognizes that we still don’t know
which new payment instruments and which
technologies will turn out to be the best. Light-
handed regulation offers a better chance for vari-
ous technologies and different forms of instru-
ments to compete until the best types win out.
Since it is unclear which instruments will sur-
vive the market test, it makes sense to avoid set-
ting up a regulatory scheme based on how the
system looks today;, since it could look quite dif-
ferent in the future. Inaspeech, Vice Chairman
Ferguson discussed the benefits of a light-
handed approach (see Ferguson, 1998).

THE FEDERAL RESERVE
AS A SERVICE PROVIDER

The Fed needs to ensure a well-functioning
wholesale (that is, large dollar, interbank) pay-
ments system to support economic growth. To
this end, it provides the Fedwire funds transfer
system to ensure final settlement of interbank
payments, and it offers net settlement services
for payments cleared outside the Fed. But the
Federal Reserve is also directly involved in pro-
viding retail payments services, in particular,
check and ACH services. Together, the Federal
Reserve Banks are the largest ACH operator and
process about three-fourths of interbank ACH
transactions, including all ACH transactions
initiated by the federal government. (The main
private-sector ACH operators are the New York
Clearing House [now called Electronic Payments
Network], Visa, and the American Clearing

37See Frances Frei and Ravi Kalakota for an interest-
ing discussion of the history of PC banking and current
developments.
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House.) The Federal Reserve also clears about
one-third of interbank checks collected in the U.S.

Federal Reserve Board Vice Chairman
Ferguson has pointed out that the rationale for
the Fed’s involvement in the check business
stems from the early 1900s when checks were
used to make interbank wholesale transfers.
Today, the Fed’s involvement in retail payments
is aimed at facilitating competition, guarantee-
ing universal access to the payments system, and
exerting some influence on developments in re-
tail payments (Ferguson, 1998). For example,
the Fed is the “provider of last resort.” That s, it
provides payments services such as check clear-
ing in any area underserved by the commercial
sector. Assuch, the Fed can influence the mar-
ket by promoting efficiency and ensuring access.

In 1997, the Fed undertook a study to deter-
mine whether it should remain a provider of re-
tail payment services and to see what role it
should play, given the electronic developments
taking place. Senior Federal Reserve officials,
the so-called Rivlin Committee, held meetings
with various participants in the retail payments
system, both users and providers of these ser-
vices, and issued a final report in January 1998
(“The Federal Reserve in the Payments Mecha-
nism”).

The study found that most participants want
the Fed to continue to provide check and ACH
services. Many participants questioned whether
private-sector suppliers would meet the needs
of all depository institutions, especially small
ones in remote areas. Thus, one of the study’s
major conclusions was that the Fed “should re-
main a provider of both check collection and
ACH services with the explicit goal of enhanc-
ing the efficiency, effectiveness, and convenience
of both systems, while ensuring access for all
depository institutions.”

Another of the study’s major conclusions was
that the Fed should play a more active role, work-
ing closely with providers and users of the pay-
ments system, to help new, more efficient pay-
ment instruments evolve. The Fed would en-
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courage participants to communicate with one
another. Itwould also encourage changing regu-
lations and laws to allow the emerging payment
instruments to evolve, rather than promote any
particular payment method.®

For example, the Fed could play a role in help-
ing to clarify some legal issues regarding elec-
tronic forms of payment, which would help fa-
cilitate their adoption. It is still not clear when
these payment instruments are considered de-
posits, and what the potential liabilities, rights,
and responsibilities of issuers, merchants, and
consumersare. For example, under the Uniform
Commercial Code, a set of laws that govern com-
mercial and financial activities, presentment of
checks for payment by the electronic transmis-
sion of information is allowed, but paying banks
still have the legal right to insist on paper pre-
sentment (U.S. General Accounting Office, p. 4).
Also, some states still require banks to offer can-
celed checks to their customers. According to
the GAO’s reading of a 1997 Boston Fed survey,
41 states plus the District of Columbia had at
least one law or regulation that required indi-
viduals or organizations to retain their canceled
checks for various purposes, including docu-
mentation for state and local governments.®
These types of laws hinder the adoption of elec-
tronic check presentment. Legal ambiguities
surround other new payment instruments as
well.® For example, if an issuer were to become

%8The results of the Treasury Management
Association’s survey suggest that government can play
an important role in fostering the move to electronic pay-
ments: federal mandates, followed by state mandates,
were the dominant factors cited by the 544 respondents
with electronic payment capability in their decision to
originally adopt it.

My canceled check, with the city’s account informa-
tion stamped on the back, saved the day when | had to
prove I'd paid a city tax.

“*Two bills introduced in the House during the last
Congress attempted to clarify some of the legal issues

Loretta J. Mester

bankrupt or insolvent, what would be the status
of the claim represented by a balance on asmart
card?

The Fed could also help facilitate standard-
setting in the electronic payments industry.
Having a set of standards that all current and
potential providers follow will solve a problem
of coordination and, thus, encourage faster adop-
tion. One reason the Internet has been so suc-
cessful and has developed so quickly is that it is
based on acommon standard that is widely avail-
able. Standards also help a payment method
achieve a volume sufficiently large to attain the
benefits of network effects. The value of a new
payment instrument depends on how many oth-
ers adopt it. If compatibility standards can be
agreed on, there’s greater potential that more
consumers and merchants will use the instru-
ment, making it more attractive, and leading to
even wider adoption. There is a risk, however,
that the wrong set of standards will be adopted,
which could retard developments. Hence, analy-
sis should be done before a particular set of stan-
dards is settled upon.

The Fed has been modestly proactive in set-
ting standards in areas where it is a direct pro-
vider. For example, the Fed has implemented an
enhanced net settlement service, set new risk
management guidelines, promoted electronic
check imaging and presentment, and undertaken

about the use of electronic signatures, one component of
making electronic payments. HR 1714, the Electronic
Signatures in Global and National Commerce Act, sought
to extend U.S.-style electronic signature policy overseas
and to recognize electronic signatures as legally valid,
even though they aren’t in the traditional written form.
This bill narrowly failed in the House on November 1,
1999. HR 1685, the Internet Growth and Development
Act of 1999, proposed recognizing electronic signatures
in interstate and foreign commerce.

“With credit cards, if the issuing bank fails, the credit
card association guarantees payment to merchants with
outstanding transactions and then has a creditor’s claim
on the failed bank.
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an electronic checks initiative. Since the Fed does
not have any more relevant expertise than oth-
ers in the area of new types of electronic pay-
ment instruments, the Fed may not want to set
standards for technology in this area. It may,
however, want to be involved in setting guide-
lines pertaining to security and risk management
with these new instruments.

The Fed’s study also recommended that the
Fed work with other participants in the retail
payments system to assess the potential use of
the Fed’s electronic payments infrastructure for
clearing or settling new forms of electronic retail
payments to help spur their growth. The report,
however, did not recommend that the Fed be-
come a direct provider of new electronic pay-
ment instruments. As Governor Ferguson has
stated, a rationale for the Fed’s being a provider
of these new payment instruments would be the
existence of some type of market failure, which
would mean that the private sector was unable
or unwilling to provide these services. There is
insufficient evidence that this is true today. Fur-
ther, it is not clear which payment instruments
will ultimately be best—the market will have to
decide. Thus, rather than provide these pay-
ment instruments directly, the Fed intends to
work toward creating an environment that fos-
ters the development of more efficient electronic
payment instruments in the private sector.

This decision is not without consequences. It
means that over time, if new electronic forms of
payment become dominant, the Fed will no
longer be a major provider of payment services.
So it will lose one of the mechanisms through
which it can influence the safety and efficiency
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of the payments system. For example, currently,
the Fed is the dominant provider of ACH and
net settlement services, and it sets conditions that
must be met by all participants. These condi-
tions help ensure safety and soundness of the
system. If the Fed loses market share, its condi-
tions for participation become less relevant. Itis
still an open question about how important the
loss of this mechanism for influencing the mar-
ketis. The Fed would still retain the authority to
oversee and regulate, as necessary, the payments
system.

CONCLUSION

Electronic instruments for making payments
are developing, some more quickly than others,
and nonbanks are beginning to become payment
providers. Does this necessarily mean that the
rules must change? No. The Fed will continue
to monitor developments in the payments sys-
tem to help ensure its safety and soundness. The
Fed has some authority to regulate certain as-
pects of electronic payments. Moreover, the Fed
will remain a provider of its traditional services
of ACH and check clearing. At this point, the
Fed is not planning to become a provider of e-
cash or other new electronic payment instru-
ments, but it will work to foster an environment
to encourage a move toward more efficient elec-
tronic payment instruments. This might include
helping the private sector develop standards to
facilitate coordination among providers and
users of the payments system and helping to
clarify some of the legal issues surrounding new
means of payment.
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What Are the Risks?

New forms of retail payments, like traditional payment methods, involve some risks. Fraud and
counterfeiting are probably the most significant risks in using the new instruments, at least in the short
run.? Even though each transaction in the wholesale market is much larger, it is easier to make the
wholesale payments system secure than it is the electronic retail system, because the wholesale
market involves a relatively small number of participants. The electronic security of the Internet, of
internal or closed payment networks, and of new instruments is difficult to ensure, and breaches
have occurred. Kimelman, in the American Banker, reports on a “bank” that took in $6 million from
customers over the Internet in 1997 and 1998, with the intent to defraud. Off-line transactions, like
those initiated by smart cards, are more difficult to monitor for fraud than on-line transactions. There
is arisk the card can be counterfeited and the value erroneously transferred or replicated. Ensuring
security of credit card information over the Internet is complex, since packets of information can pass
through many different computers, each one accessible to a large number of people, before reaching
its final destination. Also, a dishonest bill-paying outfit can abscond with customers’ money.

Concerns about fraud can slow the adoption of electronic payment methods. Regulators and
bank officials interviewed by the GAO indicated that one thing that might deter banks from moving
to electronic check presentment (ECP) was their feeling that ECP had higher potential for fraud
because in their view it was more difficult to detect forged signatures than with paper checks (U.S.
General Accounting Office).?

Some estimates show a higher incidence of fraud for credit cards, an electronic means of payment,
than for checks. According to William Roberds, while annual losses due to credit card fraud are small
compared with losses due to check fraud, as a percent of the dollar value of transactions, credit card
losses are higher than check losses.® He estimates that in 1995, the incidence of loss on credit cards
was about 10 to 20 basis points; the loss on checks was less than 2 basis points. To date, the losses from
breaches of organizations’ computer systems for the purpose of committing financial fraud have not
been very large. Sweeney reports that in a 1999 Computer Securities Institute survey of 521 organi-
zations, including corporations, financial institutions, universities, and government agencies, 27 re-
spondents reported break-ins into their computer systems for the purposes of executing financial
fraud, which resulted in $39.7 million in losses. However, there are concerns that the proliferation of
computers and electronic payment instruments will make financial fraud much more common.

Methods are being developed to try to contain fraud. Digital signatures or public-key technology
can allow users to know whether they have gotten to a financial institution’s true web site. Digital

aSee the article by William Roberds for a thorough analysis of potential fraud in the use of new retail
payment instruments. See also the article by James McAndrews (1999), which discusses e-money and risks
to the payments system.

bBut some argue that because of the speed that electronic check and bill presentment brings to the check
collection process, it may enhance security by reducing float and, therefore, the uncertainty about receiving a
payment (Ssee Sweeney).

‘Roberds reports estimates of gross fraud losses in the U.S. on credit cards of $2-3 billion in 1993 and $1.3
billion in 1995. Estimates of gross fraud losses on checks range as high as $10 billion (with banks’ share of
these losses amounting to $615 million in 1995, according to a survey by the Federal Reserve). Gross losses
do not include any recoveries made of lost funds.
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What Are the Risks? (continued)

encryption is built into smart cards and software-based money. Encryption provides a higher level of
security than magnetic strips on credit cards. But because it is very cheap to duplicate cards, any
security breach could result in large losses to an institution. Limits on the amount of value that can be
put on a card or on the size of a transaction could help limit this risk. Security methods involving
biometrics are also being developed, for example, smart cards with built-in fingerprint scanners (see
Bruce) or iris scanners. However, existing biometrics can be unreliable: some rely on hand geometry;,
but according to Jim Wayman, director of the U.S. National Biometric Center, about six out of 1000
people have the same hand characteristics. Also, as he demonstrated at a conference, the best avail-
able systems were unable to recognize that two sets of fingerprints were from the same person: the
prints were taken just six weeks apart but under different conditions (Bruce).

A second risk involves potential for criminal activity (which is closely related to fraud). While not a
new risk, the new modes of payment make it more likely that criminal organizations will be able to
evade regulations aimed at curtailing their payment transactions. For example, a smart card is easier
to conceal than a large volume of currency.

Liquidity, market, and settlement risk are additional risks. In a world of large international capital
flows, the possibility of a problem spreading from one country’s payment system to another and then
another, until payment systems worldwide are affected, creates a potential for crisis in electronic
payment networks, particularly for large-value clearing arrangements. Systemic risk arising from
clearing retail payments is relatively small. In general, systemic risk is greatest when the value of
settlements represents a significant share of participating institutions’ capital or when the gross value
of transactions is much larger than the net amounts to be settled. Most clearing arrangements for
retail payments do not involve settlement values that are a significant share of an institution’s capital.
There is some room for caution, however, because most small-value clearing arrangements have less
sophisticated risk controls than do the large-value clearing arrangements.

Operational risk also needs to be considered. At least initially, problems with errors, reliability, and
compatibility of systems should be expected. But if the problems are large enough, they could deter
adoption of new and better technologies. The initial tries at PC banking left a bad taste in consumers’
mouths. Also, electronic bill-payment services currently have a higher error rate and are more costly
to the recipients of the payments than traditional check payments, partly because of the difficulties of
sending remittance information along with the payment (Franco and Klein, p. 16). Technologies are
being developed to help solve this problem.
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