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SVP Commentary on…

Reputation Risk
by Michael E. Collins

The financial markets have witnessed a string of high profile corporate fail-
ures that have sent shock waves through both Wall Street and Main Street.
The failures have revealed accounting deception, fiduciary failure, inappro-
priate conflicts of interest, excessive compensation, and a lack of indepen-
dence resulting in a crisis of confidence in corporate America. Besides the
financial toll these problems have on investors, many corporate and indi-
vidual reputations have been destroyed. Reputation risk is at material levels
for CEOs and Boards of Directors, placing a premium on corporate and per-
sonal accountability.

As defined by Merriam-Webster, reputation is the overall quality or character
as seen or judged by people in
general. As defined in the Com-

mercial Bank Examination

Manual, for a financial institu-
tion, reputation risk is the poten-

tial that negative publicity re-

garding an institution’s business
practices, whether true or not,
will cause a decline in the cus-

tomer base, costly litigation, or

revenue reductions. As we’ve
seen in recent months, reputa-
tion risk can also cause liquidity

constraints and significant de-

preciation in market capitaliza-
tion.
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Combating Check Fraud:

Technology to the Rescue
by Blake Prichard, Senior Vice President, Retail Payments

Powered by simple computer scan-

ning technology, thieves are making

a pretty good living off of America’s

financial institutions and their cus-

tomers. Counterfeit checks and al-

tered originals are a fast and easy way

to fortune in many major metropoli-

tan areas. Suburbs and smaller com-
munities are not spared this scourge
either, as criminals are always on the
hunt for their next “easy” target. Be-
ing “easy” these days can be summed
up as being uninformed and unpre-
pared. Uninformed of the possibili-
ties for just how easy it is to commit
check fraud, and unprepared with
systems and procedures to identify
and fight off check fraud losses.  Esti-

mates of check fraud victims total in

the hundreds of thousands each year
with losses totaling between $10 and
$20 billion annually, and growing.

This article will cover some of the
ways that criminals create altered and

counterfeit checks, and it will review
some promising technologies that are

being adapted to the check that may

prove effective in helping to success-
fully thwart check fraud losses.

A Counterfeiter’s Toolbox

The basic tools of a check counter-

feiter are a simple home computer and

a $100 digital scanner. Rounding out

the configuration are a good printer,

maybe with MICR toner (but just as

likely not), and software to edit the

scanned images. About $1,000 at any
local computer store would get an
unsophisticated crook started. Tools
of the trade are access to stolen, bor-
rowed, or easy to come by rebate
checks, payroll checks, bank drafts,
and tax refunds. Without trying to be
a cookbook for how-to-do-it, let us
just say that it is fairly easy to make
pretty good copies of any of these

available resources and to clone as
many as you want to “paper” a com-
munity. Making the checks look a

little different sometimes helps in cre-

ating just enough confusion to spin
the fraud a few hours or days longer
before moving on to another target.

To a crook, it is certainly helpful to

perpetuate the scam as long as pos-
sible but not necessarily if the risks

become high.

Detecting Check Fraud

Three issues are noteworthy in un-
derstanding the weaknesses that al-

low check fraud to occur:

• Authentication (or the lack

thereof)

• Data integrity

• End-to-end accountability

Authentication is the process of de-
termining that a check is genuine–
that is, the original. It speaks to the
genuineness of the paper itself and not
necessarily to the contents on the
document. It could address whether
the check was intended to have been
issued or whether the check was un-
authorized at its source or somewhere
“downstream.”

Data integrity, as in data processing
generally, addresses whether any un-

intended changes have occurred and,
if so, whether there are controls to

identify errors or purposeful alter-
ations.  Many checks today are pro-

cessed in error, starting from a simple
encoding error at the bank-of-first-

deposit (BOFD). These errors go un-

detected until or unless the check
writer reconciles his bank statement

or is over-drafted by the error, or un-
til reconcilement of the error is re-

ported forward by the BOFD. No

Estimates of check fraud victims total in the hundreds of
thousands each year with losses totaling between $10 and
$20 billion annually, and growing.
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process exists for any intermediary in

the check collection process to iden-

tify or correct this type of error. Simi-

larly, no process is in place to identify

a purposeful alteration, except some

limited opportunity at the BOFD and

through some “positive pay” controls

on some corporate accounts at many

paying banks. (See side bar on page

9.)

End-to-end accountability speaks on

one hand to the legal warrants and

liabilities associated with the ex-

change of value between parties in a

check transaction. For purposes of this

article, it also addresses the ability (or
inability) of each participant to vali-
date the check transaction by taking
some reasonable steps to assure the
validity of the check instrument. For
example, a merchant would look for
known qualities imbedded in a $10
or $20 bill before accepting a cash
transaction. The merchant would
also swipe a credit card and rely on
authorization from the credit card is-
suer and a quick comparison to the
signature on the card to become com-
fortable with a credit card purchase.
But few similar procedures are avail-
able for checks.

Check protection services may guar-

antee a check for a modest fee, but

actually work from a negative data-
base of previously reported lost or sto-
len or problem accounts rather than

verifying the health of the current

account. But even if the check is
genuine, whether the payee name or
dollar amount has been altered is a

question that will be answered even-

tually, but not at the time of the trans-
action. And when the paying bank

receives the check in question in its
daily check presentments, it may be

many days or weeks before the drawer

reports that the check was altered or

copied and before the paying bank

can take action to recover the lost

funds.

Hopeful Technologies

Three noteworthy technologies are

available and are being adapted for

checks to address one or more of the

above issues: chemical inks, two-di-

mensional bar codes, and various

forms of digital watermarks. One or

more vendors are pursuing each of

these technologies with the aim of

developing marketplace products for

use by banks and their customers.

Chemical Inks. Several concepts are
being tested to bring to market prod-

ucts that employ sophisticated chemi-
cal inks to secure the paper on which
checks are printed. The concept is
to invent a process that places an in-
visible mark on a check that cannot

be reproduced and is only manufac-

tured in secure printing arrangements.
Such secure paper would be treated
with the same controls as cash until

such time as the checks are created

and issued.

Testing for the chemical ink would
be accomplished via special scanning

devices licensed by the technology

owner for use by merchants, bank
tellers, and others in conventional

check processing operations. Low
cost scanners would shine a special

ultra-violet or laser light spectrum

onto the paper to test for reflection

from the chemicals, within the toler-

ances of the physical properties of the

elements used on the secure paper.

Checks that are expected to have

this invisible chemical ink would be

considered genuine if the test is posi-

tive and assumed to be counterfeit if

the test fails. Tests for the chemical

ink could be accomplished on high-

speed check sorters through a laser

ink tester about the size of a deck of

cards. The testing process could

interoperate with the traditional sort-

ing logic to effect “real-time” coun-

terfeit detection and out-sorting of
suspect items.

The effective use of this technology
is predicated on several assumptions.
First, there is the assumption that the
chemical ink process is secure and not
reproducible, even through reverse
engineering. Second is the assump-
tion that there would be a way to
know which checks are supposed to
have the hidden ink and which ones
are not, so as to avoid false negative
testing (that is, testing that errone-
ously treats a valid check as a coun-
terfeit – a false negative). Finally, the
use of chemical ink presumes that

there would be broad availability of
testing devices for use throughout the
industry to validate for counterfeits.

Two-Dimensional Barcodes. 2-D-
Barcode is popping up everywhere,

from drivers’ licenses to automobile
registrations to passports and other

official documents. This technology
is the modern equivalent of the Uni-

versal Product Code (UPC) found on

It may be many days
or weeks before the
drawer reports that
the check was al-
tered or copied.
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Interest Rate Risk:

The Perils of Chasing the Margin
by Douglas A. Skinner, Team Manager

2001 was an extraordinary year for our

nation’s banks, and a busy one for the

monetary policy making arm of the

Federal Reserve. Responding to mild

economic recession and the Septem-

ber 11th terrorist attacks, the Fed re-

duced interest rates at every meeting

of the Federal Open Market Commit-

tee in 2001, plus an additional three

times between meetings, for a total
of 11 rate cuts totaling 475 basis
points. While these actions undoubt-
edly eased payment pressures on many
borrowers and drastically reduced
funding costs, they now present new
challenges for chief financial officers
everywhere.

The rapidly declining interest rate
environment has caused many banks
to be flooded with cash from multiple
sources. Securities have been called,
mortgages have been refinanced or
repaid entirely, and struggling equity
markets have contributed to strong
growth in bank deposits. With net
loan growth rather modest, many

banks are confronted with the chal-

lenge they faced in 1993 and 1998:
how to invest substantial liquidity in
a very uncertain market.

Throughout the year we have ob-
served an increase in the number of

commercial banks investing a dispro-
portionate amount of excess liquid-

ity in securities with extended dura-
tions, a practice sometimes referred to

as “yield chasing.” While many of

these investments appear to have
relatively attractive yields and good

credit quality, their complex struc-

tures and embedded options often

subject the holder to extreme price

sensitivity. Furthermore, with short-

term interest rates likely at or near the

trough of the cycle, now is not the

time to chase high yields. Rather,

bankers should be preparing now for

the inevitable Fed tightening by re-

ducing optionality and extension risk

inherent in many bank balance
sheets.

Given these factors, this is a good time
to review critical elements of a sound
interest rate risk (IRR) management
framework, including what Federal
Reserve examiners will be looking for

when they visit your organization.

Sound Practices

Comprehensive oversight begins

with the Board of Directors. The

board and senior management are re-
sponsible for the institution’s IRR

strategy and implementation. They
must understand the possible short-

and long-term effects on the finan-

cial health of the institution. Formal,
board-approved policy statements

should include established limits and
controls on IRR exposure. Finally, as

boards of directors weigh their op-

tions with the strategic goals of the

company, careful consideration must

be given to not only the short-term

but also the long-term consequences

to earnings, liquidity, and economic

value.

Given the potential long-term risks

to earnings and capital from impru-
dent decisions made today, boards
should regularly review the bank’s
entire IRR management framework,
including their appetite for IRR and
resultant earnings and capital vola-
tility.

Make IRR management part and

parcel of comprehensive business

planning. Without a doubt, it is ex-

tremely difficult today to reinvest
unwanted liquidity at reasonable

spreads without taking on significant
credit, market, or liquidity risk, or

some combination thereof. Never-
theless, banks that take on imprudent

levels of IRR at this point in the in-

terest rate cycle may pay dearly down
the road—in the form of weakened

earnings, diminished portfolio flex-
ibility, and impaired economic value.

With short-term interest rates likely
at or near the trough of the cycle, now
is not the time to chase high yields.
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To be sure, there will be times when

the strategies undertaken to manage

IRR conflict with the financial goals

of the company. Often times, profit-

ability, growth, and IRR goals that a

bank would choose independent of

one another are simply not attainable

simultaneously in the short-term.

Therefore, to minimize such conflicts,

it is vital that the institution’s IRR

strategy be developed in conjunction

with the overall business plan for the

organization. Management should

develop the financial targets, pro

formas, and strategies for achieving

them with the broader business plan

in mind. This singular, coordinated
process should ensure that, whatever
strategic choices are ultimately made,
they are complementary to the
organization’s comprehensive strategy
and remain consistent with the busi-
ness model.

Review your tolerance for IRR pe-

riodically and adjust limits as needed.

Far too often, risk parameters are set
at a policy’s inception and forgotten.

The board and senior management
should review and revise their toler-

ance for IRR periodically, factoring in

up-to-date strategic plans, current
and projected levels of earnings and
capital, asset quality, and liquidity

needs.

Examiners will assess the prudence of

your limits as well as your adherence
to them. Frequent exceptions to

board established limits might be an

indication of weak IRR management

practices. Examiners will also evalu-

ate whether management considers

the effect of other significant opera-

tional decisions on the institution’s

level of IRR.

Ensure that the sophistication of

modeling techniques, information

systems, and controls are commen-

surate with your portfolio and strat-

egies. Various forms of market risk are

embedded both on and off bank bal-

ance sheets—repricing, yield curve,

basis, option, price, and migration, to

name a few. Accordingly, risk man-

agement programs can and should

vary considerably in sophistication,
depending on the size and complex-
ity of the organization and the level
of risk that it accepts.

Examiners will evaluate an
institution’s IRR management prac-
tices relative to the bank’s size, com-
plexity, and risk profile. For small
community banks with a relatively
noncomplex balance sheet structure,
something as simple as a static gap

analysis may be sufficient. Similarly,

an institution making a strategic busi-
ness decision to maintain a modest
risk profile by investing in low risk

products or maintaining high levels

of capital may not require elaborate
and potentially costly risk manage-

ment systems.

Sometimes an upgrade to an

institution’s IRR framework may be
warranted based solely on growth

and maturity. The sheer size of some

(even community) banks may require

a commensurate upgrade in the sys-

tems, models, and controls that iden-

tify, monitor, manage, and control

IRR. Simply put, the larger an insti-

tution grows, the more complex the

interrelationships between its assets

and liabilities become, a natural phe-

nomenon which often becomes too

complex for rudimentary IRR models

to decipher and model.

Finally, larger banks or banks regard-

less of size that hold a relatively dis-

proportionate share of their assets in

instruments with complex forms of

interest rate risk should have a com-
mensurate IRR framework. Risk
monitoring practices and reports
should not only address all material
risks, but also aggregate them on a
fully consolidated basis across all busi-
ness lines and activities. It is also
noteworthy that, in many of these
cases, examiners will expect those
institutions who knowingly or stra-
tegically take on high inherent lev-
els of IRR to maintain capital levels

well above established regulatory
minimums for even well-capitalized

institutions.

As noted, IRR modeling methodolo-

gies can and do vary widely among
institutions. Therefore, the burden of

proof in terms of showing the exam-

There will be times when the strategies undertaken to manage
IRR conflict with the financial goals of the company.
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COVER STORY“Reputation Risk” continued from page 1

Over 45 percent of the

FTC identity theft

complaints involved credit card fraud  —

opening a new account in the name of the

victim or making unauthorized charges on an

existing account.

1 Jenny Rayner, Risky Business: Towards Best

Practice in Managing Reputation Risk, at

The Institute of Business Ethics at

<www.ibe.org.uk/risky.htm>.

2 See Rating Research LLC’s web site at

<www.ratingresearch.com/index.htm>.

3 Adam Shell and Matt Krantz, “When will

the slide end?,” USA Today, July 12, 2002, p.

B. 01.

A company’s reputation is a critical

component of its value, and is moni-

tored by customers and prospective

customers, business partners, inves-

tors, rating agencies, regulators, em-

ployees, and legislators. Reputations

are built in countless small ways on a

daily basis. However, while an indi-

vidual or company can, to some ex-

tent, influence his, her, or its reputa-

tion, in the end, a reputation, like
beauty, is in the eyes of the beholder.
This is why reputation risk will in-
crease and control of one’s reputation
will decrease in times of turmoil or
crisis. To ensure that an individual or
company’s reputation is not irrepara-
bly damaged during a crisis, manage-
ment must communicate consistently,
openly, and honestly with its con-
stituents.

Corporate crises and vulnerability to
reputation risk can arise from many
sources, including financial perfor-
mance and profitability; corporate
governance and quality of manage-

ment; social, ethical, and environ-
mental performance; employees and
corporate culture; marketing, innova-

tion, and customer relations; regula-

tory compliance and litigation; and
communications and crisis manage-
ment.1 A weakness in any one of
these areas might be enough to sig-

nificantly damage a reputation; weak-
nesses in multiple areas might bring a

company to its knees.

What makes reputation risk difficult

to quantify is that reputation risk is a
risk in its own right as well as a de-

rivative risk from other areas of risk.

For example, exposure to significant

credit losses could significantly affect

the health of a financial institution.

Adverse publicity concerning the

same credit losses could disproportion-

ately increase total corporate risk, as

the financial institution’s reputation

as a safe and sound lender is irrepara-

bly harmed. Violations of consumer-

related regulations and statutes and
unfair or deceptive practices, whether
inadvertent or intentional, affect
compliance risk, legal risk, and repu-
tation risk; offering controversial or
high-risk products affects legal risk,

credit risk, and reputation risk; and

decisions regarding outsourcing to
vendors and other third party ar-
rangements are fraught with reputa-

tion risk, in addition to operations risk

and credit risk.

At this writing, corporate trust and
confidence are in short supply, and

investors and analysts increasingly put

a premium on information about
companies’ reputations. In a recent

survey by Rating Research LLC2,
more than two-thirds (68 percent) of

investors say that access to informa-

tion on the reputation and business

practices of publicly traded companies

is very important, with over one half

stating that this information is more

important today than one year ago.

In addition, 65 percent of investors

believe CEOs are “not as concerned

as they should be” about the reputa-

tion of their companies, with almost
47 percent attributing that to self-in-
terest, including personal financial
gain. Only 1 percent of 1,000 inves-
tors polled by Rating Research said
they are very confident that CEOs at
publicly held companies are ethical.3

I encourage all financial institutions
to pay as much attention to their
reputation as to their financial state-
ments, as the two are inextricably
linked and the risks to one are risks
to the other.

A company’s repu-
tation is a critical
component of its
value.
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Reputation Risk:
Which Category Best Describes Your Organization?

Management anticipates and responds well to changes of a market or regulatory nature
that impact its reputation in the marketplace. Management fosters a sound culture that is
well supported throughout the institution and has proven very effective over time. Man-
agement is well versed in complex risks. The institution effectively self-polices risks. Inter-
nal controls and audit are fully effective. (Strong Reputational Risk Management Processes)

Management adequately responds to changes of a market or regulatory nature that im-
pact the institution's reputation in the marketplace. Internal controls and audit are generally
effective. The institution effectively self-polices risks. Management has a good record of
correcting problems. Any deficiencies in management information systems are minor. Ad-
ministration procedures and processes are satisfactory. The institution has avoided con-
flicts of interest and other legal or control breaches. (Acceptable Reputational Risk Man-
agement Processes)

Management does not anticipate or take timely or appropriate actions in response to changes
of a market or regulatory nature. Weaknesses may be observed in one or more of the
critical operational, administrative, or investment activities. The institution's performance
in self-policing risk is suspect. Management information at various levels of the institution
exhibits significant weaknesses. Poor administration, conflicts of interest, and other legal
or control breaches may be evident. Internal controls or audit are less than effective in
reducing exposure. Management has either not initiated or has a poor record of corrective
action to address problems. (Weak Reputational Risk Management Processes)

Best Practices:

Principles of Corporate Governance

In May 2002, the Business

Roundtable, an association of chief

executive officers representing 150 of

the nation’s largest companies, issued

a white paper, Principles of Corporate

Governance. This paper provides a set

of best practices for senior

management and boards of directors

to ensure companies comply with

applicable regulations and deal fairly

and candidly with shareholders,

employees, and the communities in

which they do business. The paper is

available on the Business

Roundtable’s website at

<www.brtable.org/pdf/704.pdf>.
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“Combating Check Fraud” continued from page 3

most products in grocery and other

retail stores today. But unlike the long

varying width lines that code 8 to 12

digits of product code data, 2-D-

Barcode can carry a data payload of

scores and even hundreds of bytes of

data in the jumbled form that it be-

comes.

On a check, 2-D-Barcode can be

used to interoperate with traditional

check printing software and hardware

to intercept and print in digital form
all of the variable data on each check.
That is, hidden in a rectangle of 2-
D-Barcode could be the payee name,
check issue date, dollar amount,

bank number, account number, and

check number. Digitally coded data
could provide a self-authenticating
mechanism to all handlers of the

check to confirm that the MICR data

and visual data compare to the digi-
tally coded data in the 2-D-Barcode.

Testing and use of the 2-D-Barcode

would be performed using low-cost

digital scanners and decoding soft-
ware. Existing digital scanners on

high-speed check processing equip-
ment could be used to test for the

existence of 2-D-Barcode and to

compare it to MICR and visual data.

This is would likely not be possible

in real-time on high-speed check

sorters, but would occur after sorting.

There are limitations to 2-D-Barcode.

Most people would recognize the

ability to “harden” the 2-D-Barcode

data by applying a combination of

public and/or private encryption keys

to the check data in the barcode to

prevent alteration of the data. How-

ever, most people would also recog-
nize the likelihood that 2-D-
Barcoded checks are probably repro-
ducible even if they are not alterable.

As with chemical inks, the use of 2-
D-Barcode is predicated on several

assumptions. The key assumptions for

this technology are that (i) existing
printers have the ability to print high-
quality checks in “real-time,” (ii)

check printing software can success-

fully interoperate with software to cre-
ate 2-D-Barcodes, and (iii) digital

scanning equipment in the check
handling industry (retailing and bank-

ing) is broadly deployed to support

interrogation and comparison of 2-D-
Barcode data to MICR and visual

check data.

Thus, 2-D-Barcode may be effective

in protecting against check alter-

ations but not counterfeits. In addi-

tion, alterations could only be iden-

tified in “real-time” at a retail store

or bank teller location that has digi-

tal scanning devices for checks and

corresponding software to decode the

barcode.

Digital Watermarks. The concept for

digital watermarks is analogous to the

old-fashioned physical watermark
found on high quality office paper,
certain official documents, and many
forms of checks. However the pro-
cess of imbedding a digital water-
mark, its usage, and its appearance
are all different from what you know
today.

Digital watermarks are applied either
at the time that blank checks are
manufactured or during the process
of check issuance. High-quality laser
printers are used to paint an imper-
ceptible or hidden message on the
front surface of a check with various
levels of sophistication. The most

basic digital watermark would be a
painted hidden background that sim-
ply “certified” the authenticity of the

check. The most sophisticated digi-

tal watermark would code somewhere
on the check a hidden message con-
taining all of the variable information

on the check, much in the same way

a 2-D-Barcode locks down all of the
changeable data. With this data digi-

tally coded, digital watermarks could
provide a self-authenticating mecha-

nism to all handlers of the check to

confirm that the MICR data and vi-
sual data compare to the digitally

coded data in the watermark.

Hidden in a rectangle of 2-D-Barcode
could be the payee name, check issue
date, dollar amount, bank number, ac-
count number, and check number.
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The testing and use of a digital wa-

termark would be performed using

low-cost digital scanners and decod-

ing software. Existing digital scanners

on high-speed check processing

equipment could be used to test for

the existence of a digital watermark

and to compare it to MICR and vi-

sual data. This would likely not be

possible in real-time on high-speed

check sorters, but would occur after

sorting.

Most people would recognize the

ability to “harden” the digital water-

mark coded data by applying a com-

bination of public and/or private en-
cryption keys to the data in the wa-
termark to prevent against alterations
of the data. What is not clear at this
time is whether digital watermarks are
sufficiently reproducible using high-
quality scanners to allow counterfeit-
ing of checks, or whether the level of

detail necessary to successfully apply

the digital watermark would thwart

counterfeiting.

There are also many assumptions in-

herent in digital watermarking. The

key assumptions for this technology

are that (i) existing printers have the

ability to print high-quality checks in

“real-time,” (ii) check printing soft-

ware can successfully interoperate

with digital watermark creation soft-

ware, and (iii) digital scanning equip-

ment in the check handling industry

(retailing and banking) is broadly

deployed to support interrogation and

comparison of digital watermark data
to MICR and visual check data.

Digital watermarks may be effective
in protecting against check alter-
ations, but their effectiveness in
thwarting counterfeits is still un-
known. Alterations can be identified

in “real-time” only at retail stores or

bank teller locations that have digi-

tal scanning devices for checks and

corresponding software to decode the

watermark.

Who’s Using What?

These check fraud prevention

schemes need a system or methodol-

ogy to “trigger” the detection systems.

Without a method to identify

whether or how a check is being pro-

tected from alteration or counterfeit-

ing, retail stores, bank tellers, and

other financial industry participants

would not know which technology

to scan for and could receive numer-
ous false test results. For example, the
absence of chemical ink on a check
that is not so protected is not an in-
dication that the check might be

continued on page 10

Positive Pay

Many financial institutions (banks) offer to their corporate customers a check reconciliation service
known as “positive pay”. The service relies on the corporation sending to its bank a computer file
indicating key payment data for each check issued by the corporation.  As checks clear the banking
system and are presented for payment, this paying bank compares the MICR data found on the checks.
So long as the check data matches the issue file data, the check is presumed to be payable.  Mis-
matches initiate reconcilement and potentially check fraud investigations.  And duplicate payments pro-
voke similar checks for counterfeits or other payment errors (original and “photo in lieu” transactions).

Reverse Positive Pay

The positive pay arrangements work for many companies but not for those who wish to keep all of their
payment records in-house. In these cases, corporations may request from their banks a daily file of all
checks presented for payment on their account.  In the same manner that positive pay validates issue
and payment data and creates suspects for investigation, this “reverse positive pay” operation keeps
the burden of this investigation within the corporate treasurer’s office rather than a service performed
by their financial institution. For reverse positive pay to be effective, the corporate treasurer needs staff
who are as skilled at fraud detection and check adjustments as staff typically found at most banks.
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“The Perils of Chasing the Margin” continued from page 5

iners how their particular model

works and how it accurately measures

all pertinent risks lies with the man-

agement of the bank. Accordingly, it

is paramount that management

maintains clear descriptions of the

methodologies used and assumptions

inherent in their models.

Remember that “garbage in” leads to

“garbage out.” Computer simulation

models have advanced IRR manage-

ment techniques significantly over
the years, taking IRR management to
new levels. Nevertheless, their out-
put, which is to say their reliability as
a managerial decision-making tool, is
only as good as the integrity of the
model itself and the accuracy of the
data used. Utilizing reasonable, well-
documented assumptions is also a

fraudulent. Without knowledge of
whether the check should be pro-
tected, the recipient would not know

whether the negative test result is
good or bad.

A proposal is working its way forward

in the national standards community
to change the MICR code line on

checks to signal which checks are
employing one or more of these and

perhaps other check fraud protection
measures. The concept is to have a

MICR trigger that is both actionable

visually by merchants and bank tell-
ers as well as actionable in automated

check handling equipment. In this

way, each check might be self-au-

“Combating Check Fraud” continued from page 9

thenticating in that it would signal
which security schemes are employed
and allow valid holders of a check to
test for its validity. While not bullet-

proof, a digit in the MICR line indi-

cating which machine readable secu-
rity protection is employed would al-
low each participant in the payments

system the opportunity to validate

any check transaction to which it was
a party.

Final Thoughts

Many technologies are being adapted

from other industries to facilitate the
fight against fraud in the check in-

dustry. Some of these technologies are
offered today as finished products,

key; too often, examiners find as-

sumptions that are either unsupported

or overly optimistic. Management

should ensure that key assumptions,

data sources, and procedures used in

measuring and monitoring IRR are

appropriate, adequately documented,

and tested for reliability on an on-

going basis. Banks should measure

both net interest income at risk and

economic value of equity at risk us-

ing a variety of scenarios and condi-

tions, both favorable and unfavorable
to the bank. Finally, measurement
systems and tools should use indus-
try-accepted financial concepts, risk
measurement techniques, and param-
eter values.

Conclusion

Without question, the past year has

been a challenging one for many U.S.

banks, and the remainder of 2002

appears equally daunting. A buildup

of longer term, option-laden securi-

ties is probably not a wise strategy,

even if alternative investment yields

are unattractive. History has shown

that the low point in a rate cycle is a

very poor time to be extending ma-

turities. Instead, now is the time to

resist the temptation to chase yields,

to focus on long-term performance

and sustainability, and to be vigilant
about IRR management practices.
While the short-term impact to fi-
nancial performance metrics may
seem harsh, it will pale in compari-
son to the drag on future earnings and
impairment to liquidity and economic
capital a few ill-advised investment
decisions could create.

while others are still in the research
and development stage with hopes for
effective deployment in the near fu-
ture. The Federal Reserve is playing

an important role in working with

industry players and technology ven-
dors to promote operational proof-of-
concept pilots as each technology

reaches a stage in its development

where some test seems warranted. For
check users everywhere, help is on the
way.
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On July 30, 2002, President Bush

signed into law H.R. 3763, the

Sarbanes-Oxley Act of 2002, thereby

formalizing tough new provisions to

deter and punish corporate and

accounting fraud and corruption.

One provision of the Sarbanes-Oxley

Act creates a Public Company

Accounting Oversight Board to

enforce professional standards, ethics,

and competence for the accounting

profession. Among its responsibilities,

the Oversight Board will establish

independence standards and rules as

may be necessary or appropriate in the

public interest or to protect investors.

Within the next three months, the

board members will be appointed by

the Securities and Exchange

Commission, in consultation with

the Treasury Department and the

Federal Reserve Board. It is expected

that their work on independence and

other accounting fraud issues will

begin shortly thereafter. Stay tuned for

further information on independence

standards in future SRC Insights

articles or on the Board of Governors’

web site.

Legislative Alert:

“Independence” To Be Revisited

In the past three months, Board of
Governors staff has been busy issuing
additional guidance to the industry
on a wide array of topics, ranging from
securitizations to fraud to privacy.
Check out these recently issued SR
Letters on the Board of Governors
web site at <www.federalreserve.gov/
boarddocs/SRLETTERS/2002/>.

SR 02-18

SR 02-17

SR 02-16

SR 02-15

SR 02-14

Section 312 of the USA Pa-

triot Act — Due Diligence

for Correspondent and Pri-

vate Banking Accounts

Guidance Regarding Indem-

nification Agreements and

Payments

Capital Treatment of Re-

course, Direct Credit Sub-

stitutes, and Residual Inter-

ests in Asset Securitizations

Implicit Recourse Provided

to Asset Securitizations

Covenants in Securitization

Documents Linked to Su-

pervisory Actions or Thresh-

olds

“Prime Bank” and Other Fi-

nancial Instrument Fraud

Schemes

Regulatory Capital Treat-

ment of Accrued Interest Re-

ceivables Related to Credit

Card Securitizations

SR 02-13

SR 02-12

Guidance, Guidance, and More Guidance

Are you tired of waiting for your
copies of publications and
announcements from the Federal
Reserve Bank of Philadelphia to
arrive in the mail? Do you want to
reduce the paper piling up on your
desk? Subscribe to the Fed’s new
E-Mail Notification Service and
receive automatic and immediate
notification of new publications
and, if you wish, unsubscribe to

some or all hard copies that you
receive.

Just visit our web site at
< w w w . p h i l . f r b . o r g /
p h i l _ m a i l i n g _ l i s t /
dsp_user_login.cfm> to sign up for
notifications for:

• Cascade (Community Credit
and Reinvestment Newsletter)

• Circular Letters
• Financial Services Information
• News Releases
• Update (Payment Cards Center

Newsletter)
• Research Publications
• Speeches
• SRC Insights and

Compliance Corner

Get Just-in-Time Information…
Subscribe to the Fed’s New E-mail Notification Service!
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The views expressed in this newsletter are

those of the authors and are not necessarily

those of this Reserve Bank or the Federal

Reserve System.

Editor.................Cynthia L. Course

SRC Insights is published quarterly and is

distributed to institutions supervised by the

Federal Reserve Bank of Philadelphia. The

current and prior issues of SRC Insights are

available at the Federal Reserve Bank of

Philadelphia’s web site at www.phil.frb.org.

Suggestions, comments, and requests for back

issues are welcome in writing, by telephone

((215) 574-3760), or by e-mail

(Cynthia.Course@phil.frb.org). Please address

all correspondence to: Cynthia L. Course,

Federal Reserve Bank of Philadelphia, SRC -

7th Floor, Ten Independence Mall, Philadel-

phia, PA 19106-1574.

E-Mail Notification Service

Would you like to read SRC Insights and Compliance Corner on

our web site up to three weeks before they are mailed? Sign up

for our e-mail notification service today at <www.phil.frb.org/
phil_mailing_list/dsp_user_login.cfm>.


