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If Your Institution’s Web Site has a Place for Kids…
Think: COPPA
by Robert Snarr, Supervising Examiner

personal information from a child
online. To ensure that financial in-
stitutions comply with its provisions,
COPPA grants federal financial regu-
latory agencies such as the Federal
Reserve with the authority to enforce
COPPA at the institutions they su-
pervise. Accordingly, on October 3,
2003, the Board of Governors of the
Federal Reserve System released for-
mal procedures for its bank examin-
ers to use in assessing state member
banks’ compliance management poli-
cies and procedures regarding
COPPA.

First, this article reviews the general
provisions of COPPA. Then, specific
examination procedures are discussed
in further detail.

General Provisions of COPPA
COPPA provides definitions of the
terms “child,” “children,” and “per-
sonal information,” and contains no-
tification and parental consent re-
quirements. Some of the general pro-
visions of COPPA are as follows.

• Child or Children mean individu-
als under the age of 13.

Is your institution’s web site interac-
tive? Does it have a page oriented
towards children or does it have links
to offer children online participation
in games, prize offerings, or other ac-
tivities?

If so, your institution’s compliance
program should include adequate
mechanisms to comply with the
Children’s Online Privacy Protection
Act of 1998, otherwise known as
COPPA (15 USC 6501). On Novem-
ber 3, 1999, the Federal Trade Com-
mission (FTC) issued a regulation,
the Children’s Online Privacy Protec-
tion Rule (16 CFR 312), to implement
COPPA.1  This rule became effective
on April 21, 2000.

Financial institutions are subject to
COPPA if they operate a web site(s)
or online service(s) directed to chil-
dren or have actual knowledge that
they are collecting or maintaining

1 The Children’s Online Privacy Protection Rule
is available on the FTC’s web site at
<www3.ftc.gov/os/1999/10/64fr59888.pdf>.
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• Personal Information means in-
dividually identifiable informa-
tion about an individual collected
online, including first and last
names, home address, e-mail ad-
dress, telephone number, social
security number, or any combina-
tion of information that permits
physical or online contact.

The FTC’s COPPA regulation re-
quires an operator of a web site or
online service directed to a child, or
any operators who have actual
knowledge that they are collecting or
maintaining personal information
from a child, to:

• Provide a clear, complete, and
understandably written notice
on the web site or online service
detailing their information col-
lection practices with respect to
children, and describing how the
operator collects, uses, and dis-
closes the information.

• Obtain, through reasonable ef-
forts and with limited excep-
tions, verifiable parental consent
prior to the collection, use, or
disclosure of personal informa-
tion from children.

• Provide a parent, upon request,
with the means to review the
personal information collected
from his/her child and to refuse
to permit its further use or main-
tenance.

• Limit collection of personal in-
formation for a child’s online par-
ticipation in a game, prize offer,
or other activity to information
that is reasonably necessary for
the activity.

• Establish and maintain reason-

able procedures to protect the
confidentiality, security, and in-
tegrity of the personal informa-
tion collected from children.

Web Site Notification Requirements
If a financial institution offers a web
site or online service directed to chil-
dren, then the institution must post
a link to a notice of its information
practices with respect to children on
its home page and everywhere on the
site or service where it collects per-
sonal information from any child. If
the institution offers a general audi-
ence web site that has a separate
children’s area, the institution must
post a link to its notice on the home
page of the children’s area.

The notice links must be placed in a
clear and prominent place on the
institution’s web site home page or
online service. A financial institution
can satisfy the clear and prominent
requirement by, for example, using a
larger font size in a different color on
a contrasting background. A link in
small print at the bottom of a home
page or a link that is indistinguish-
able from other adjacent links does
not satisfy the clear and prominent
guidelines.

At a minimum, the web site notice
must include all of the following dis-
closures:

• The name, address, telephone
number, and e-mail address of the
financial institution or any web
site operators that collect or
maintain information from any
children through the web site or
online service. If a financial in-
stitution has designated one en-
tity or party to respond to inquir-
ies regarding various operators,
then the disclosure of the name,

address, telephone number, and
e-mail address of the designated
entity, together with disclosed
names of any other operators, will
suffice.

• The types of personal information
that may be collected from chil-
dren and how the information is
collected.

• How the financial institution or
any other web site operator uses
or may use the personal informa-
tion.

• Whether or not the institution or
any other web site operator dis-
closes collected information to
other parties. If the institution or
other web site operator discloses
information that it collects, then
the notice must state the purposes
for which the information is used
and whether the other parties
have agreed to maintain the con-
fidentiality, security, and integrity
of the information. In addition,
the notice must disclose that the
parent has the option to consent
to the collection and use of the
information without consenting
to the disclosure of the informa-
tion to other parties.

• That the institution or other web
site operator may not require as a
condition of participation in an
activity that a child disclose more
information than is reasonably
necessary to participate in such
activity.

• That a parent can review his or
her child’s personal information,
have it deleted, and refuse to al-
low any further collection or use
of the child’s information, and
state the procedures for doing so.
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Parental Consent
Notification Requirements
The FTC’s COPPA regulation re-
quires a financial institution or other
web site operator to obtain verifiable
parental consent prior to any collec-
tion, use, or disclosure of personal in-
formation from children. In this re-
gard, the institution or web site op-
erator must make reasonable efforts
to provide a parent with notice of the
institution or operator’s information
practices with respect to children.

Any notice seeking parental consent
must include both of the following
disclosures:

• That the operator wishes to col-
lect personal information from the
parent’s child.

• That the parent’s consent is re-
quired for the collection, use, and
disclosure of the information ob-
tained.

The notice must also inform a parent
as to how the parent can provide con-
sent. Methods that a financial insti-
tution may use to obtain verifiable pa-
rental consent include:

• Obtaining a signed consent form
from a parent through postal mail
or facsimile.

• Accepting and verifying a credit

card number.

• Taking a parent telephone call
through a toll free telephone
number staffed by trained person-
nel.

• Receiving an e-mail accompa-
nied by a digital signature.

• Allowing an e-mail accompanied
by a PIN or password obtained
through one of the preceding
verification methods.

The Sliding Scale Approach. When
the regulation became effective on
April 21, 2000, it included the so-
called sliding scale approach for ob-
taining parental consent, predicating
the required method of consent upon

the nature of the usage of a child’s
personal information. If the child’s
personal information is to be used for
internal purposes, including usage by
an operating subsidiary or affiliate of
the institution, then a less rigorous
method of consent is required.2  Con-
versely, if the institution discloses the
information to external parties, there
is the presumption that a child’s pri-
vacy is at greater risk, and hence a
more rigorous or reliable method of
consent is required. At present, for
purposes of the regulation, the more
reliable methods include the meth-
ods that are listed in the preceding

bullet points. Initially, the sliding
scale approach was to be phased out
by April 21, 2002, as policy makers
anticipated ongoing technical devel-
opments that would provide for more
reliable methods of identity verifica-
tion. The phase-out has since been
extended to April 21, 2005.

Other Parental Consent Provisions.
The regulation allows a parent to
permit a web site operator to collect
and use information about a child
while prohibiting the operator from
disclosing the child’s information to
external parties. In addition, should
a material change occur in the
institution’s existing practices regard-
ing the collection, use, or disclosure
of a child’s personal information, the
regulation requires the institution or

web site operator to send the parent
a new notice requesting parental con-
sent.

The FTC’s COPPA regulation requires a financial institution or
other web site operator to obtain verifiable parental consent
prior to any collection, use, or disclosure of personal informa-
tion from children.

2 Financial institutions or web site operators
that use a child’s personal information inter-
nally may use e-mail to obtain parental con-
sent, provided the institution or operator takes
additional steps to verify that a parent is the
person providing consent. This could include
methods such as confirming receipt of con-
sent by e-mail, letter, or telephone call. Opera-
tors that use such methods must also provide
notice that the parent can revoke consent.
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Exceptions to Parental Consent Re-
quirements. Currently, the regulation
permits exceptions to the prior paren-
tal consent requirement when a finan-
cial institution is collecting informa-
tion for any of the following purposes:

• A parent or child’s name or other
online contact information solely
to obtain consent or to provide
notice. If the institution or web
site operator has not obtained
parental consent after a reason-
able time from the date of the in-
formation collection, the opera-
tor must delete such information
from its records.

• A child’s online contact informa-
tion solely to respond on a one-
time basis to a specific request
from the child, if the information
is not used to recontact the child,
and is deleted by the operator.

• A child’s online contact informa-
tion to respond more than once
to a specific request of the child
(for example, a request to receive
a monthly on-line newsletter),
provided the parent is notified
and allowed to request that the
information not be used further.

• A child’s name and online con-
tact information to be used solely
to (i)  protect the child’s safety,
(ii) protect the security of the web
site, (iii) take precautions against
liability, or (iv) respond to judi-
cial process, law enforcement
agencies, or an investigation re-
lated to public safety.

Other Requirements
The regulation stipulates that, upon
a parent’s request, a financial institu-
tion or web site operator must pro-
vide the parent with a description of

the types of personal information col-
lected from a child and the means for
a parent to review the information.
In this regard, the institution or op-
erator must have mechanisms in
place to ensure that the person mak-
ing a request is actually the child’s
parent.

The regulation allows parents to
refuse to permit an operator to con-
tinue to use or to collect their child’s

personal information in the future and
to instruct the institution or operator
to delete the information. Should a
parent refuse permission, the institu-
tion or operator may terminate its ser-
vice to that child.

The regulation requires institutions
and operators to establish and main-
tain reasonable procedures to protect
the confidentiality, security, and in-
tegrity of personal information col-
lected from any child.

The regulation provides for a “safe
harbor” from the requirements of
COPPA. To receive a safe harbor, the
institution or operator must establish,
with the approval of the FTC, a
COPPA self-regulatory program. The
self-regulatory program must have

guidelines requiring that the institu-
tion or operator implement require-
ments that are substantially similar to
the requirements of §§312.2 - 312.9
and that provide for the same or
greater protections for a child. Also,
the self-regulatory program must in-
clude an effective, mandatory mecha-
nism for assessing the institution or
operator’s overall compliance with
the program and COPPA, and the
program’s structure should include

appropriate incentives to ensure pro-
gram compliance.

 Federal Reserve System
COPPA Examination Procedures
at State Member Banks
The Division of Consumer and Com-
munity Affairs of the Federal Reserve
System issued examination proce-
dures for COPPA on October 3, 2003
for immediate use by Federal Reserve
System examiners. The procedures
establish four examination objectives,
as follows:

• To assess whether or not the
institution’s policies and proce-
dures as disclosed in its COPPA
notices are consistent with its ac-
tual practices regarding activities
that are subject to COPPA.

The regulation provides for a “safe
harbor” from the requirements of
COPPA. To receive a safe harbor, the
institution or operator must establish,
with the approval of the FTC, a COPPA
self-regulatory program.
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• To determine the reliance that
can be placed on the institution’s
internal controls and procedures
with respect to monitoring its
compliance with COPPA.

• To determine the extent of the
institution’s compliance with
various notification provisions,
parental consent provisions, and
other requirements and restric-
tions of COPPA.

• To initiate appropriate corrective
action when violations of
COPPA are identified, or when
the institution’s COPPA-related
policies or internal controls are
deficient.

Under the procedures, examiners
must first determine through observa-
tion or discussion with management
whether the institution operates a
web site that is directed to children
or knowingly collects information
about children. If not, then no fur-
ther examination for compliance
with COPPA is necessary.

If the institution does operate a web
site directed to children or knowingly
collects information about children,
and thus is subject to COPPA, exam-
iners will then determine if the insti-
tution participates in a FTC-ap-
proved self-regulatory program. If so,
examiners will request written docu-
mentation of the program and any
supporting documentation of reviews
or audits regarding the institution’s
compliance with the program. If the
self-regulatory authority (SRA) has
determined during the most recent
audit or review that the institution is
in compliance with COPPA, or if the
SRA has not yet made a determina-
tion, examiners will not proceed fur-
ther with the COPPA-related exami-

nation procedures. However, if the
SRA has determined that the insti-
tution is not in compliance with
COPPA and the institution has not
taken appropriate corrective action,
then examiners will proceed with the
COPPA examination.

In assessing the institution’s compli-
ance with COPPA, the examination
procedures instruct examiners to de-
termine if the institution’s internal
controls are adequate to ensure com-
pliance. In this regard, examiners will
consider the following, as applicable:

• Organization charts showing re-
sponsibility for COPPA compli-
ance.

• Process flow charts showing how
COPPA compliance is ensured.

• Methods of collecting and main-
taining children’s personal infor-
mation obtained through a web
site.

• Any complaints regarding the
treatment of data collected
through a web site.

Examiners will also review any appli-
cable audits, compliance reviews,
workpapers, checklists, or other re-
views completed by or on behalf of
the financial institution related to its
compliance with COPPA. Based on
the results of these reviews, examin-
ers will determine the depth that
should be given to any ongoing re-
view of the institution’s compliance
with COPPA, focusing on areas of
identified risk.

After assessing the control environ-
ment, examiners will assess the
institution’s compliance with specific
provisions of the act and regulation.

Examiners will follow verification
procedures to confirm or test for the
following:
• That the institution’s web site

notice contains all of the requi-
site information and that the in-
formation is clearly and promi-
nently displayed.

• That the institution has estab-
lished reasonable procedures to
protect the confidentiality, secu-
rity, and integrity of personal in-
formation collected from a child.

• That any data collected, used, or
shared by the institution is done
so in accordance with the
institution’s web site notice.

• That the institution obtains pa-
rental permission prior to its col-
lection, use, or sharing of infor-
mation from children.

• That any data collected, used, or
shared by the institution is done
so in accordance with parental
consent.

• That the institution maintains
reasonable procedures for verify-
ing that the person providing pa-
rental consent is actually the
child’s parent.

• That the institution maintains
reasonable procedures to provide,
upon a parent’s request, a descrip-
tion of the specific types of per-
sonal information collected from
a child.

• That the institution maintains
reasonable procedures to allow a

continued on page CC7
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Considering Ordering New Credit Applications?
Read This Article First!
by Eddie L. Valentine, Supervising Examiner

On March 5, 2003, the Federal Re-
serve Board announced it was pub-
lishing a final rule amending Regula-
tion B, pursuant to the Board’s policy
of periodically reviewing and updat-
ing its regulations. Regulation B,
which implements the Equal Credit
Opportunity Act, prohibits discrimina-
tion on the basis of a credit
applicant’s national origin, marital
status, religion, color, sex, race, age,
receipt of public benefits, or the ex-
ercise of rights under the Consumer
Credit Protection Act.

The official staff commentary (OSC)
for Regulation B was also amended
as part of the final rule. Included in
the commentary amendments is a
new provision that requires lenders
to get customers to affirmatively in-
dicate their desire for joint credit at
the time of application.

Although questions about the bor-
rowers’ intent to apply for joint credit
do arise with applications for con-
sumer loans, they are more prevalent
in the context of business credit.
Some creditors have sought to treat
the submission of a joint financial
statement or evidence of jointly held
assets as an application for joint
credit. The new provision in the
OSC for Regulation B bars a creditor
from presuming that the submission
of joint financial information consti-
tutes an application for joint credit.

Commentary Changes
The OSC for §202.7(d)(1) of Regu-
lation B states that a person’s intent

to be a joint applicant must be evi-
denced at the time of application and
that evidence of intent to apply for
joint credit must be more than the
submission of joint financial informa-
tion. Also, the fact that a credit ap-
plicant owns property with another
and submits information concerning
the property and the joint owner does
not mean that both owners intend
to be obligated on a credit extension.

The commentary indicates that sig-
natures or initials on a credit applica-

tion affirming an applicant’s intent to
apply for joint credit may be used to
document the desire for joint credit.
These signatures or initials would
constitute evidence of a joint appli-
cation for credit and, thus, document
compliance with the law.

Model Forms Updated
To facilitate compliance with this
new documentation provision, Model
Application Forms 1 through 4 in
Appendix B of Regulation B have
been revised to include the affirma-
tive attestation required by applicants.

Regulation B does not mandate the
use of the model forms. However, use
of the forms or of the model language
provided in them does provide a safe
harbor for compliance. If an alterna-
tive method to document an
applicant’s intent to apply for joint
credit is utilized, the risk of noncom-
pliance increases.

Business Credit Applications
The new provision in the OSC for
Regulation B does not require writ-
ten applications for business credit.

Although creditors are required to
have documentation evidencing the
borrowers’ intent to apply for joint
business credit, creditors have the
flexibility to determine the methods
used to establish intent. Again, the
OSC does state that evidence of in-
tent must be provided at the time of
application.

Effective Dates
The changes in the final rule to Regu-
lation B and the official staff com-
mentary became effective on April
15, 2003. However, compliance is

A person’s intent to be a joint applicant
must be evidenced at the time of appli-
cation and that evidence of intent to ap-
ply for joint credit must be more than the
submission of joint financial information.
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optional until April 15, 2004, when
compliance becomes mandatory. In
the interim, financial institutions may
continue to use their existing stock
of application forms and may phase-
in any necessary compliance and op-
erational changes.

Conclusion
Between now and the April 15, 2004
mandatory compliance date, lenders
should review how they plan to
document joint application status and
amend procedures and forms as nec-
essary. Use of the modified applica-
tion forms provided in Appendix B

is the easiest way to effect compliance,
but is not required. Lenders should
also ensure that all lending person-
nel involved in taking credit appli-
cations receive appropriate training
to ensure their understanding of the
importance of documenting the joint
status of credit applicants.

A copy of the final rule amending
Regulation B, including the revised
model application forms in Appen-
dix B, is available on the Board of
Governor’s website at <www.federal
reserve.gov/boarddocs/press/bcreg/
2003/20030305/attachment.pdf>.

The complete text of Regulation B
begins on page 41 of the final rule,
and the new model applications
forms start on page 72.

If you have any questions regarding
the new procedures for documenting
the joint status of credit applications,
please contact Supervising Examiner
Eddie L. Valentine (eddie.valentine
@phil.frb.org) or Connie Wallgren,
Consumer Compliance/CRA Exami-
nations Unit Manager (connie.
wallgren@phil.frb.org), through the
Regulations Assistance Line at (215)
574-6568.

parent to review any personal in-
formation collected from a child.

• That the institution does not con-
dition a child’s participation in a
game, prize offering, or any activ-
ity upon the child’s disclosure of
more personal information than
is reasonably necessary to partici-
pate in the activity.

Upon concluding a review of
COPPA compliance, examiners will
summarize any regulatory violations,
other findings, and supervisory con-
cerns. Examiners will discuss any vio-
lations or concerns with manage-
ment, identifying appropriate action
or measures management should take
to address the violations or concerns
and obtaining management’s com-
mitment to implement corrective ac-
tion.

Summary
Financial institutions must comply
with COPPA and the FTC regula-
tion implementing COPPA if they
operate a web site(s) or online
service(s) directed to children or have
actual knowledge that they are col-
lecting or maintaining personal infor-
mation from a child online. COPPA
subjects web site operators, including
financial institutions, to various re-
quirements with respect to notifica-
tions on web sites and parental con-
sent regarding information collected
from children. Accordingly, financial
institutions that are subject to
COPPA should have compliance
programs that provide for adequate
mechanisms to comply with COPPA,
including sufficient management
oversight, internal controls, compli-
ance reviews, and staff training. In
addition, financial institutions in the

“Think: COPPA” continued from page CC5

Third Federal Reserve District are
encouraged to consult with their pri-
mary federal regulator and appropri-
ate legal counsel for additional guid-
ance with respect to COPPA.

If you have any questions regarding
COPPA or the Federal Reserve Bank
of Philadelphia’s approach to ensur-
ing state member bank compliance
with COPPA and the FTC’s imple-
menting rule, please contact Super-
vising Examiners Robert Snarr
(robert.snarr@phil.frb.org) or John
Fields (john.fields@phil.frb.org)
through the Regulations Assistance
Line at (215) 574-6568.
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Editor.................Cynthia L. Course

Compliance Corner is published quarterly
and is distributed via SRC Insights to
institutions supervised by the Federal
Reserve Bank of Philadelphia. SRC Insights
is  available on the Federal Reserve Bank’s
web site at www.phil.frb.org. Suggestions,
comments, and requests for back issues are
welcome in writing, by telephone (215-574-
3760), or by e-mail (cynthia.course@
phil.frb.org). Please address all correspon-
dence to: Cynthia L. Course, Federal
Reserve Bank of Philadelphia, SRC - 7th
Floor, Ten Independence Mall, Philadel-
phia, PA 19106-1574.

The views expressed in this newslet-
ter are those of the authors and are
not necessarily those of this Reserve
Bank or the Federal Reserve System.
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