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OnFebruary 13, 2000, the Federal Reserve System
releaseddraft guidance for examiner use in review-

ing a bank�s electronic delivery systems. In addition to
thewritten examinationguidance, theSystemdeveloped
a trainingweb site to aid examiners in assessing a bank�s
website for compliancewith consumer protection laws
andregulations.FederalReserve
examinersarenowusingthenew
procedures and the trainingweb
site. The draft guidance and the
trainingweb site, which are for
internalFederalReserveSystem
use only,will be revised and is-
sued in final form later this year.
Thefinalproceduresandtheweb
sitewill eventually be available
to the public.

WrittenExamination
Guidance

Thewrittenexamination
guidance serves as a tool to ensure that examiners con-
sider compliance issues inanelectronicenvironment.The
draft guidance isdivided into four functional examination
areas�Advertisements, Lending,Deposits, and Stored
ValueProducts.The guidance addresses applicable laws
and regulationsaffectingeachof the four functional areas,
providinggeneral informationandspecificexaminationob-
jectives for each law.

Theoverall examinationobjective is toensure that
the consumer protections currently provided under the
regulations for paper-based delivery systems are also ap-
plied to transactionsoccurring throughelectronicdelivery
systems.Manyof thegeneralprinciples, requirements, and
controls within the current consumer protection regula-
tory environment apply to financial services conducted

electronically.

Advertising.Thefederal
banking regulators consider a
bank�s website to be an ad-
vertisement.Thismeans that a
bankwebsite is subject to the
advertisingprovisions in laws
andregulationssuchas theFair
HousingAct,Truth inSavings
(Regulation DD), Truth in
Lending (RegulationZ),Con-
sumerLeasing(RegulationM),
and the Equal Credit Oppor-

tunityAct (RegulationB), amongothers.Examplesof the
advertisingprovisions in theseexistingregulations thatalso
apply to websites appears in the box on page 2.

The same analysis can be applied to two other
functional examinationareas�LendingandDeposits.

Lending. Institutions that solicit loanapplications

Many requirements
in the current

regulatory environment
apply to electronic
delivery systems.
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orprovide lendingdisclosuresover the Internetor through
another electronic delivery systemmust ensure that the
activities conducted are consistentwith the regulations.
Where a regulation expressly authorizes electronic com-
munication, institutionsmay complywith the regulation
via electronic communication of disclosures.Absent ex-
press authority, however, regulatory compliance should
be accomplished through traditional, paper-basedmeth-
ods.

Seven consumer laws and regulations address
lendingand leasingactivitiesbybanks:

� ConsumerLeasing (RegulationM)
� Truth inLending(RegulationZ)
� RealEstateSettlementProceduresAct (RESPA)
(RegulationX)

� EqualCreditOpportunityAct (RegulationB)
� HomeMortgageDisclosureAct (RegulationC)
� FairCredit ReportingAct
� Flood Insurance (RegulationH)

Deposits. Institutions that solicit deposits or pro-
vide deposit-related disclosures over the Internet must
do soconsistentwith existing regulations.Four consumer
laws and regulations address the deposit functions:

� Truth inSavings (RegulationDD)
� Availability ofFunds andCollectionofChecks

(RegulationCC)
� ReserveRequirementsofDepository Institutions
(RegulationD)

� ElectronicFundTransfers (RegulationE)

StoredValueProducts.Electronic stored value
productsgobymanynames, includingstoredvaluecards,
smart cards, and electronic cash. Currently, there are no
consumer protection lawsor regulations that specifically
address electronic stored value products; therefore, there
are no specific examination guidelines for stored value
products.However, to the extent that a storedvalueprod-
uct is also a credit card or a debit card, then the appro-
priate lendingor deposit regulationswould apply.

Whatwill the examiners review
to determine compliance?

Theexaminers� reviewofelectronicdelivery sys-
temswill encompass those areas that pose the greatest

risk to the bank and its customers. Examinerswill assess
the compliancemanagement processes that are designed
to identify,monitor, andmanage these risks. In so doing,
examinerswill evaluate thedegreeof board andmanage-
ment oversight.The institution�s board andmanagement

AdvertisingRegulations and
ElectronicDelivery Systems

FairHousingAct

� EqualHousingLender logotype, slogan, or
statement is properly displayed onweb
pages that promote loans to purchase,
construct, improve, or repair a dwelling

� No advertisement expresses, implies, or
suggests a discriminatory preference or
policy bywords, symbols, ormodels

Truth in Savings (Reg. DD)

� Advertisements contain all of the prescribed
information (§230.8)

Truth inLending (Reg. Z)

� Advertisements state available terms and
express loan rates properly (§226.16 and
§226.24)

� Additional credit terms are disclosedwhen
triggering terms are advertised (§226.16(b))

Consumer Leasing (Reg. M)

� Advertisements contain all of the required
disclosures (§213.7)

� Additional credit terms are disclosedwhen
triggering terms are advertised (§213.7(d))

EqualCreditOpportunityAct (Reg. B)

� No advertisement expresses, implies, or
suggests a discriminatory preference or
policy of exclusion bywords, symbols, or
models (§202.5(a))
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should recognize theconse-
quences associated with
noncompliance, anddevote
sufficient resources to en-
sure that the compliance
program covers electronic
banking systems.Manage-
ment is also responsible for
instilling a compliance cul-
ture throughout the organi-
zation, including theadmin-
istrationof electronic bank-
ingsystems.

Examinerswill also
determine the compliance
officer�s involvement in the
development, implementa-
tion, and review of disclo-
sures for the bank�s elec-
tronicdeliverysystems.The
complianceofficer�spartici-
pation in all aspects of
website development is
critical toensurecompliance
with themyriadof lawsand
regulations.

Finally,examinerswillassess the institution�spoli-
cies, procedures, training, audits, and internal controls to
ensure compliancewith all the provisions of the regula-
tions inanelectronic environment.

Examinerswill base the scope of their reviewon
thedegreeof complexityof the institution�s electronicde-
livery systems and the effectiveness of the compliance
management program. For example, a complexwebsite
in a large bankwith inadequatemanagement oversight
will requireabroadexaminationscope.Ontheotherhand,
an examinermay determine that a less complexwebsite
at a small bankwith adequatemanagement controlswill
require less regulatory review.

TrainingWeb Site (The Checkers Bank)
The second sectionof thedraft guidance consists

of a trainingweb site. The Checkers Bank is an online,
simulated bankwith a variety of compliance violations.
The content onTheCheckersBankwebpages simulates

ComplianceViolations at TheCheckers Bank

Ø Violation: This page promotes deposit products, but
lacks the official FDIC membership statement (Part
328).

Corrective action: Add membership statement to
all pages that promote deposit accounts.

Ø The term �free� is used to describe a checking ac-
count that requires $1.00 per item retrieval charge.

Corrective action:Discontinue use of the term�free,�
or eliminate fee.

data that examinerswill encounterduringanexamination,
andprovides tutorialguidanceassisting theexaminerswith
their review.

TheCheckers Bank is currently not available to
the public. However, the Federal Reserve Systemplans
tomake thiswebsite publicly available in thenear future.
Above is an illustrative screen fromTheCheckersBank,



4 ReprintedFromSRCInsights SecondQuarter 2000

whichmaycontainviolationsof existing regulations.Test
your compliance knowledge and see if you can find the
violations.

Conclusion
The rapid pace of change in electronic banking

presents potential risks to banks and consumers alike.
Therefore, it is important that senior bankmanagement
and compliance professionals implement effective inter-
nal policies andcompliance riskmanagementprocedures
for theelectronicdeliveryofdeposits and loans.Although
legislators and bank supervisorswrote the current regu-

lations for a paper-basedbanking system, they still apply
in the electronicworld.Consequently, although the draft
procedures have not been released publicly, I encourage
you to carefully review your institution�swebsite to en-
sure that it complieswith both the letter and the spirit of
the existing lawsand regulations.

If you have any questions regarding compliance
and electronic banking, please contactConnieWallgren,
ConsumerComplianceExaminationsManager at (215)
574-6217orSupervisingExaminerEddieL.Valentine at
(215) 574-3436.


